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CASE TITLE: Demonstration 
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DEMONSTRATION DESCRIPTION 
TITLE: Demonstration 
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PRISM DEMONSTRATIONS ABSTRACT 



CASE TITLE: Demonstration 
CASENMBR: 127-673-0086771 
DATEESTB: 11/03/2011 



DATE UPDATED: 1 1/03/2011 



TICKLERS 

CFO DATE DUE DAYS ALLOCATED REGION DESK 



SECTION BRANCH 



REMARKS 



KEYTERMS 

SELECTED KEYTERMS 

economy 

CROSS REFERENCE 

CROSS REF TYPE CASE NUMBER 



UBJECT NUMBER 



CASE-TO-CASE 



127-574^0127093 



OTHER USSS REFERENCES 



CASE SUMMARY 

On 1 1/02/1 1. one hundred (100) individuals associated with 'Occupy Wall Street" demonstrated at a FPOTUS George W 
Bush site in New York City The demonstrators were peaceful and protested corporate interests in US government It should 
oe noted, demonstrators spread word of FPOTUS Bush's presence at the site via Twitter The demonstration concluded 
later the same day without incident. There was some media attention to the protest and the use of Twitter by demonstrators. 
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CASE TITLE: Demonstration 
CASENMBR: 127-673-0086639 
DATEESTB: 09/18/2011 



DATE UPDATED: 11/08/2011 



DEMONSTRATION DESCRIPTION 



TITLE: Demonstration LOCATION: Wall Street Bull 




CFO: NYC -SECTION BRANCH: Risk Managemen 


t Branch (RMB) 




DATE FROM: 09/1 7/2011 DATE TO: 09/17/2011 






STREET #: STREET: Broadway and Wall Street 


APT 




CITY: New York 


STATE: NY 




CNTRY: United States 






INJURIES: NO FATALITIES: NO ARRESTS: YES 


VIOLENT ACT: NO 


ft PARTICIPANTS 200 



REMARKS: Occupy Wall Street 
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PRISM DEMONSTRATIONS ABSTRACT 



CASE TITLE: Demonstration 
CASENMBR: 127-673-0086639 
DATEESTB: 09/18/2011 



DATE UPDATED: 1 1/08/201 1 



TICKLERS 

CFO DATE DUE DAYS ALLOCATED REGION DESK 



SECTION BRANCH 



REMARKS 



KEYTERMS 

SELECTED KEYTERMS 

Economy 

CROSS REFERENCE 

CROSS REF TYPE CASE NUMBER 



SUBJECT NUMBER 



CASE-TO-CASE 



127-678-0000081 



OTHER USSS REFERENCES 



SUMMARY 

On 09/1 7/11 , the NY Police Department reported 200 members of the groups Adbusters. Culture Jammers, and Anonymous 
gathered at the Wall Street Bull Statue to protest US economic practices and to "Occupy Wall Street." The groups used 
various internet social media sites to organize this "Day of Rage." comparing their cause to protests in countries such as 
Egypt and Greece. Several open source media outlets reported between 700-1000 individuals participated in the 
demonstration. According to NYPD. no arrests occurred. The moved to Zucottt Park in lower Manhattan as part of the 
protest and the demonstrators planned to remain until their goals were accomplished. 

On 09/19/11. 500 people protestors marched near Wall Street to protest capitalism, government corruption, and the influence 
of US, money on LL3. politics. Several people wore masks. The demonstration was on-going. 

3n 09/20/1 1- NYPD advised they arrested 7 protestors at Zuccotti Park for disorderly conduct and failure to have a sound 
amplification permit. 

On 9/21/1 1 . 100 members of the group marched out of Zucotti Park, through lower Manhattan, and back to the park, The 
purpose of the march was to stop the execution of Troy Davis in the state ot Georgia. Three people were arrested for 
aisordehy conduct, 

On 09/24/1 1. 90 people associated with the Occupy Wail Street demonstration were arrested by the NYPD, 

As of 09/26/1 1 the demonstration continued in Zucotti Park and the surrounding Waif Street area. No protectee movements 
>vere effected. 

November 2011 this record was subject of FOIA request. 
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Ortman, Chris 



From; O'Kane, Megan 

Sent: Monday, November 21, 2011 6:24 PM 

To: Ortman, Chris 

Subject: Re: Talkers re: Fusion Centers and Occupy Wall Street? 

Got it, Thanks, Chris 

Megan 

Sent from my BlackBerry wireless communicator 

From: Ortman, Chris 

Sent: Monday, November 21, 2011 06:11 PM 

To: O'Kane, Megan 

Subject: RE: Talkers re: Fusion Centers and Occupy Wall Street? 




"Any decisions on how to handle specifics situations are dealt with by local authorities in that location. If a 
protest area is located on Federal property and has been deemed unsanitary or unsafe by the General Services 
Administration (GSA) or city officials, and they make a decision to evacuate participants, the Federal Protective 
Service (FPS) will work with those officials to develop a plan to ensure the security and safety of everyone 
involved." 

ON BACKGROUND 

* DHS is not actively coordinating with local law enforcement agencies and/or city governments 

concerning the evictions of Occupy encampments writ large. 



• FPS only has jurisdiction when a protest takes place on federal property, and in some cases, shares 

jurisdiction with local authorities. 



* The GSA is the permitting authority for protests on federal property. 

• FPS has only been involved in one instance in removing protestors, in Portland, OR, FPS was assisting 
the Portland Police Bureau at the federally-owned Terry Schrunk Plaza where FPS arrested several people 



Chris Ortman 

Office of Public Affairs, U.S. Department of Homeland Security 
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From: O'Kane, Megan 

Sent: Monday, November 21, 2011 6:02 PM 



12/5/2011 
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To: Ortman, Chris 

Subject: Fw: Talkers re: Fusion Centers and Occupy Wall Street? 

Hey Chris. 

David is speaking at 8:30 tomorrow a,m + Would be great to see the IPs before then. 

Thanks, 

Megan 

Sent from my BlackBerry wireless communicator 



From; OXane, Megan 

Sent: Monday, Nov ember 21, 2011 01:24 PM 

To: Ortman, Chris J ^^^H©I©^^^H 

Subject; Talkers re: Fusion Centers and Occupy Wall Street? 

Hi Chris, 



Our Director of CRCL Programs, David Gersten, is conducting one of our civil rights, civil liberties and privacy 
trainings for staff at the Fusion Center in Richmond tomorrow. We'd like to know if OPA has developed any 
talking points on Fusion Centers and Occupy Wall Street. Would be good to have these on hand in case any 
questions come up. 

Thanks for letting me know. 

Megan 



Megan O'Kane 

Office for Civil Rights and Civil Liberties 

U,5. Department of Homeland Security 




Please note my new email address: 
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Ortman, Chris 






From: Chandler, Matthew 

Sent: Thursday, November 17, 2011 7:31 AM 

To: Davis, Robert M 

Cc: Ortman, Chris 

Subject; Re: CBS NEWS MEDIA REQUEST 

None that we c!d find. 



From: Davis, Robert M 

Sent: Thursday, November 17, 2011 07:29 AM 

To: Chandler, Matthew 

Cc; Ortman, Chris 

Subject: RE: CBS NEWS MEDIA REQUEST 

Did you ever find out if somebody from DH5 was on the conference of mayor's call discussing "occupy?" 



From: Colburn, Brent 

Sent: Wednesday, November 16, 2011 6:42 PM 

To: Chandler, Matthew; S paulding, Suzanne ; Ortman, Chris; C line, Richard K; Davis, Robert M 

Cc: Winchester, Robert L; ^^H3I©^^I flK3I©^^l Lluberes, Andrew; Media Inquiry; Boogaard, Peter 

Subject: Re: CBS NEWS MEDIA REQUEST 

Triple checking on this-there hasn't been any connection except for Portland? 



From: Chandler, Matthew 

Sent: Wednesday, November 16, 2011 03:57 PM 

To: Spaulding, Suzanne; Ortman; Chris; Cline, Richard K; Davi s, Robert M 

Cc: Winchester, Robert L; ^^HSES^^B ^^ESES^^I Uuberes, Andrew; Media Inquiry; Colburn, Brent; 

Boogaard, Peter 

Subject: RE: CBS NEWS MEDIA REQUEST 

"We are treating all of these protests nationwide as peaceful demonstrations. If a protest area is located on 
Federal property and has been deemed unsanitary or unsafe by the General Services Administration (GSA) or 
city officials, and they make a decision to evacuate participants, the Federal Protective Service will work with 
those officials to develop a plan to ensure the security and safety of everyone involved-" 

ON BACKGROUND 

FPS only has jurisdiction when a protest takes place on federal property, and in some cases, shares that 
jurisdiction with local authorities. 

The GSA is the permitting authority for protests on federal property. 

DHS is not actively coordinating with local law enforcement agencies and/or city governments concerning 
the evictions of Occupy encampments writ large. 
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From; Spaulding, Suzanne 

Sent: Wednesday, November 16, 2011 3:47 PM 

To: Ortman, Chris; Cline, Richard K; Davis, Robert M; Chandle r, Matthew 

Cc: Winchester, Robert L; H3I©^^^HB IHESEi^H L,u beres, Andrew; Media Inquiry; Colburn, Brent; 

Boogaard, Peter 

Subject: RE: CBS NEWS MEDIA REQUEST 



Good point, Chris. Let's say "_the Federal Protective Service will work with those officials to develop a plan to 
ensure the security and safety of everyone involved, 11 



(b)( ) 




From: Ortman, Chris 

Sent: Wednesday, November 16, 2011 3:35 PM 

To; Cline, Richard K; Spau lding, Suzanne; Davis, Robert M; Ch andler, Matthew 

Cc: Winchester, Robert L;^H^^H|H^^^I Uuberes, Andrew; Media Inquiry; Coibum, Brent; 

Boogaard, Peter 

:: Re: CBS NEWS MEDIA REQUEST 




"if a protest area is located on Federal property and has been deemed unsanitary or unsafe by the General 
Services Administration (GSA} or city officials, and they make a decision to evacuate participants, the Federal 
Protective Service works with those officials to develop a plan to ensure the security and safety of everyone 
involved." 1 

ON BACKGROUND 

FPS only has jurisdiction when a protest takes place on federal property, and in some cases, shares that 

jurisdiction with local authorities. 

The GSA is the permitting authority for protests on federal property. 
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From: Cline, Richard K 

Sent: Wednesday, November 16, 2011 03:24 PM 

To: Spaulding, Suzanne; Davis, Robert M; Chandler, Matthew 



(b) (6) 



Cc: Winchester, Robert L; 
Colburn, Brent; Boogaard, Peter 

:: RE: CBS NEWS MEDIA REQUEST 



(b) (6) 



Ortman, Chris; Lluberes, Andrew; Media Inquiry; 



Yes ma'am, this is an accurate statement. 

Kris Cline 

Deputy Director for Operations 

Federal Protective Service 




From: Spaulding, Suzanne [maift< 

Sent: Wednesday, November 16, 2011 3:17 PM 
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To: Davis, Robert M; Cha ndler, Matthew 

Cc: Winchester, Robert L; ^H©f©^H ^HISES^H Ortman, Chris; Lluberes, Andrew; 
MediaInqulry@dhs,gov; Colbum, Brent; Cline, Richard K; Boogaard, Peter 
Subject: Re; CBS NEWS MEDIA REQUEST 



I would alter the last sentence of the first para slightly: 

"When a protest area on Federal property is deemed unsanitary or unsafe by GSA or a city, and they make a 
decision to evacuate participants, we work with those officials to develop a plan to ensure the security and 
safety of everyone involved," 

Kris- is that accurate? 

From: Davis, Robert M 

Sent: Wednesday, November 16, 2011 03:04 PM 

To: Chandler, Matthew 

Cc: Winchester, Robert L; ^^H3I©^^I ^^H3I©^^I Ortman, Chris; Lluberes, Andrew; Inquiry, Media' 
<MediaInquiry@dhs.gov>; Colbum, Brent; Spaulding, Suzanne; Cline, Richard K; Boogaard, Peter 
Subject: RE: CBS NEWS MEDIA REQUEST 



Matt, 

Since these protests are lawfully protected First Amendment activities, we are treating all "Occupy" 
demonstrations as peaceful. We are working with GSA and each city government to ensure that all parties 
concerned are safe and secure, When a protest area on Federal property is deemed unsanitary or unsafe by 
GSA or a city, we work with those officials to develop a plan to evacuate the participants in a safe manner 

We have held standard coordination calls and face-to-face meetings with our partners to ensure that the proper 
resources are available for operations such as street closures, etc. The only eviction FPS has been involved with 
was assisting the Portland Police Bureau at the federally -owned Terry Schrunk Plaza where FPS arrested two 
people. 

Bob 



From: Chandler, Matthew 

Sent: Wednesday, November 16, 2011 2:42 PM 

To: Davis, Robert M; Spa ulding, Suzanne; C line, Richard K 

Cc; Winchester, Robert L; ^H©f©^H 

Colbum, Brent 

Subject: RE: CBS NEWS MEDIA REQUEST 



(b) (6) 



Ortman, Chris; Lluberes, Andrew; 'Inquiry, Media 1 ; 



And now Salon This Is getting legs. Any info would be greatly appreciated ASAP. 



Frorm Davis, Robert M 

Sent: Wednesday, November 16, 2011 2;32 PM 

To: Spaulding, Suzanne; Cline, Richard K 

Cc: Winchester, Robert L; ^^H3I©^^I 

Andrew; Inquiry, Media 

Subject: FW: CBS MEWS MEDIA REQUEST 



(b) (6) 



Ortman, Chris; Chandler, Matthew; Lluberes, 



AP and CBS are asking about our refationship with cities dealing with "occupy protestors" „ how would we 
describe our activities? 
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From: Chandler, Matthew 

Sent: Wednesday, November 16, 2011 2:01 PM 

To: 'MediaInquir7@DHS.gov'; Lluberes, Andrew; Davis, Robert M 

Cc: Colburn, Brent 

Subject: Re: CBS NEWS MEDIA REQUEST 

Eileen asked about this as well, adding Andrew and Bob. Is l/A or the fusion centers holding conl calls on this 
topic? Is FPS? 
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From: Shaban r Bigad [mailto| 

Sent: Wednesday, November 16, 2011 01:58 PM 

To: 'Medialnquiry® DHS.gov* <MediaInqurry@DH5.gov> 

Subject: CBS NEWS MEDIA REQUEST 

Hi there, 

My name is Bigad Shaban and I am a correspondent with CBS News (national). 

We'd like to request comment from the Department of Homeland Security concerning whether it, or any other 
federal agencies, offered any kind of assistance or advice to municipalities looking to dismantle their own Anti 
Wallstreet "Occupy" protests. 

Published reports note a relationship between the federal government and cities orchestrating the removal of 
"Occupy protestors" from makeshift camp sites. 

http://re ason.CQm/biog/2011 / 11/1 6/obama-ad m i n istration-al I egedly -h e Iped -co 
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Bigad Shaban \ CBS News Correspondent, Newspath j ce//| 

3>< IBS NEWS 

4200 Radford Avenue 



b 6 
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newsroom: 818,655.2510 



www. Twitter.com/BKjadShaban 
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Ortman, Chris 



From: Shlossman, Amy 

Sent: Wednesday, November 16, 201 1 6:49 PM 

To: Chandler, Matthew; Colburn r Brent; Sandweg, John; Grant, Daniel; Grossman, Seth; Manning, 

Meagen, Kroloff, Noah 

Cc: Boogaard, Peter; 

Subject: RE: CBS NEWS MEDIA REQUEST 



(b) (6) 



I'; Ortman, Chris 



Please hold- 



+Noah 



From: Chandler, Matthew 

Sent: Wednesday, November 16, 2011 6:41 PM 

To: Colburn, Brent; S hlossman, Amy; Sandwe g, John; Grant, Daniel; Grossman, Seth; Manning, Meagen 

Cc: Boogaard, Peter; ^^^H3ES^^^H ; ; Ortman, Chris 

Subject: RE: CBS NEWS MEDIA REQUEST 



Ok, will go with this shortly 



From: Colburn, Brent 

Sent: Wednesday, November 16, 2011 4:16 PM 

To: Chandler, Matth ew; Shlossman, Amy; San dweg, John; Grant, Daniel; Grossman, Seth; Manning, Meagen 

Cc: Boogaard, Peter ^^^^H3I©^^^^V Ortman, Chris 

Subject: Re: CBS NEWS MEDIA REQUEST 



We need to really stress the third background bullet--make it clear how rare the federal involvement is 



(b) (6) 



From: Chandler Matthew [mailto| 

Sent: Wednesday, November 16, 2011 04:07 PM 

To: Shlossman, Amy; Sandweg, Joh n; Grant, Daniel; Grossman, Seth; Manning, Meagen 

Cc: Boogaard, Peter; Colburn, Brent ^^^^H3ES^^^^H Ortman, Chris 

Subject: FW; CBS NEWS MEDIA REQUEST 



We're getting inquiries from CBS, AP, Daily Caller, Salon and others on an un-sourced Examiner.com piece that 
says DHS and FBI are collaborating with cities by providing tactics and information on removing Occupy 
protestors. A check of l&A and fPS shows that this type of outreach is not occurring in any wholesale manner. 
Please see below clarifying DHS/FPS' role in law enforcement around protest sites: 

"We are treating all of these protests nationwide as peaceful demonstrations. If a protest area is located on 
Federal property and has been deemed unsanitary or unsafe by the General Services Administration (GSA) or 
city officials, and they make a decision to evacuate participants, the Federal Protective Service will work with 
those officials to develop a plan to ensure the security and safety of everyone involved," 

ON BACKGROUND 

f 

FPS only has jurisdiction when a protest takes place on federal property, and in some cases, shares that 
jurisdiction with local authorities. 
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The GSA is the permitting authority for protests on federal property. 

DHS is not actively coordinating with local law enforcement agencies and/or city governments 
concerning the evictions of Occupy encampments writ large. 

FPS has only been involved in one instance in removing protestors, in Portland, OR, FPS was assisting 
the Portland Police Bureau at the federally-owned Terry Schrunk Plaza where FPS arrested several 
people. 
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From: Shaba n, Bigad [mailto| 

Sent: Wednesday, November 16, 2011 01:58 PM 

To: 'MedlaInquiry@DHS,gov' <Medialnquiry@DHS.gov> 

Subject; CBS NEWS MEDIA REQUEST 

Hi there, 

My name is Bigad Shaban and I am a correspondent with CBS News (national). 

Wed like to request comment from the Department of Homeland Security concerning whether it, or any other 
federal agencies, offered any kind of assistance or advice to municipalities looking to dismantle their own Anti- 
Wallstreet "Occupy 1 ' protests. 

Published reports note a relationship between the federal government and cities orchestrating the removal of 
"Occupy protestors" from makeshift camp sites. 

http^/reasoncom/blog^OII/H/ie/obama-administration-aHegedly-helped-co 
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Bigad Shaban \ CBS News Correspondent Newspath \ ce/// |jgI|§jH I newsroom: 818.655.2510 

4200 Radford Avenue 
Studio City, California 91604 
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www.Twitter.com/BigadShaban 
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Oilman, Chris 



From: Chandler, Matthew 

Sent: Wednesday, November 16, 201 1 3:57 PM 

Spaulding, Suzanne; Ortman, Chris, Cline, Richard K; Davis, Robert M 

Winchester Robert L;| I0MQ1 PDIQ1 | Lluberes, Andrew; Medra Inquiry 



To: 

Cc: 



Colburn, Brent; Boogaard, Peter 
Subject; RE: CBS NEWS MEDIA REQUEST 



"We are treating all of these protests nationwide as peaceful demonstrations, if a protest area is located on 
Federal property and has been deemed unsanitary or unsafe by the General Services Administration (GSA) or 
city officials, and they make a decision to evacuate participants, the Federal Protective Service will work with 
those officials to develop a plan to ensure the security and safety of everyone involved." 

ON BACKGROUND 

FPS only has jurisdiction when a protest takes place on federal property, and in some cases, shares that 
jurisdiction with local authorities. 

The GSA is the permitting authority for protests on federal property. 

DHS is not actively coordinating with local law enforcement agencies and/or city governments concerning 
the evictions of Occupy encampments writ large. 



From: Spaulding, Suzanne 

Sent: Wednesday, November 16, 2011 3:47 PM 

To: Ortman, Chris; Clfne, Richard K; Davis, Robert M; Chandle r, Matthew 

Cc: Winchester, Robert L; ^^(©I©^^I^^E2I©^^I Uuberes, Andrew; Media Inquiry; Colburn, Brent; 

Boogaard, Peter 

Subject: RE: CBS NEWS MEDIA REQUEST 



Good point, Chris. Let's say "...the Federal Protective Service wilt work with those officials to develop a plan to 
ensure the security and safety of everyone involved." 



(b)( ) 




From: Ortman, Chris 

Sent: Wednesday, November 16, 2011 3:35 PM 

To: Cline, Richard K; Spau lding, Suzanne; Davis, Robert M; Ch andler, Matthew 

Cc: Winchester, Robert L; ^^H3I©BH IBH3I©^^I Lluberes, Andrew; Media Inquiry; Colburn, Brent; 

Boogaard, Peter 

Subject: Re: CBS NEWS MEDIA REQUEST 




"If a protest area is located on Federal property and has been deemed unsanitary or unsafe by the General 
Services Administration (GSA) or city officials, and they make a decision to evacuate participants, the Federal 
Protective Service works with those officials to develop a plan to ensure the securitv and safety of everyone 
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involved." 

ON BACKGROUND 

FPS only has jurisdiction when a protest takes place on federal property, and in some cases, shares that 

jurisdiction with local authorities. 

The G5A is the permitting authority for protests on federal property 



(b) (6) 



From: Cline, Richard K [mailto| 

Sent: Wednesday, November 16, 2011 03:24 PM 

To: Spaulding, Suzanne; Davis, Robert M; Chandler, Matthew 

Cc: Winchester, Robert L; ^H©I©HB flESES^H 0r tnian / Chris; Liuberes, Andrew; Media Inquiry; 

Colburn, Brent; Boogaard, Peter 

Subject: RE: CBS NEWS MEDIA REQUEST 



Yes ma'am, this is an accurate statement 

Kris Cline 

Deputy Director for Operations 

Federal Protective Service 
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From: Spaulding, Suzanne [mailt( 

Sent: Wednesday, November 16, 2011 3:17 PM 

Tor Davis, Robert M; Cha ndler, Matthew 

Cc: Winchester, Robert L; ^H©f©^^| ^HSES^H Ortman, Chris; Liuberes, Andrew; 
MediaInquiry@dhs,gov; Colburn, Brent; Cline, Richard K; Boogaard, Peter 
Subject: Re: CBS NEWS MEDIA REQUEST 



I would alter the last sentence of the first para slightly: 

"When a protest area on Federal property is deemed unsanitary or unsafe by GSA or a city, and they make a 
decision to evacuate participants, we work with those officials to develop a plan to ensure the security and 
safety of everyone involved." 



Kris- is that accurate? 

From: Davis, Robert M 

Sent: Wednesday, November 16, 2011 03:04 PM 

To: Chandler, Matthew 

Cc: Winchester, Robert L; ^^H3d^^B I^H3I©^^I Ortman, Chris; Liuberes, Andrew; 'Inquiry, Media' 
<MediaInquiry@dhs.gov>; Colburn, Brent; Spauldimg, Suzanne; Cline, Richard K; Boogaard, Peter 
Subject: RE: CBS NEWS MEDIA REQUEST 

Matt, 

Since these protests are lawfully protected First Amendment activities, we are treating all "Occupy" 
demonstrations as peaceful We are working with GSA and each city government to ensure that all parties 
concerned are safe and secure. When a protest area on Federal property is deemed unsanitary or unsafe by 
GSA or a city, we work with those officials to develop a plan to evacuate the participants in a safe manner. 

We have held standard coordination calls and face-to-face meetings with our partners to ensure that the proper 
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resources are available for operations such as street closures, etc The only eviction FPS has been involved with 
was assisting the Portland Police Bureau at the federally -owned Terry Schrunk Plaza where FPS arrested two 
people. 

Bob 



From: Chandler, Matthew 

Sent: Wednesday, November 16, 2011 2:42 PM 

To: Davis, Robert M; Spau lding, Suzanne; C line, Richard K 

Cc: Winchester, Robert L; ^^H3E9HI 

Colburn, Brent 

Subject: RE: CBS NEWS MEDIA REQUEST 



(b) (6) 



Ortman, Chris; Uuberes, Andrew; 'Inquiry, Media'; 



And now Salon. This is getting legs, Any info would be greatly appreciated ASAP. 



From: Davis, Robert M 

Sent: Wednesday, November 16, 2011 2:32 PM 

To: Spaulding, Suzanne; Cline, Richard K 

Cc: Winchester, Robert L; ^^H3I©^^I 

Andrew; Inquiry, Media 

Subject: FW: CBS NEWS MEDIA REQUEST 



(b) (6) 



Ortman, Chris; Chandler, Matthew; Uuberes, 



AP and CBS are asking about our relationship with cities dealing with "occupy protestors" _ how would we 
describe our activities? 



From: Chandler, Matthew 

Sent: Wednesday, November 16, 2011 2:01 PM 

To: 'MediaInquiry@DHS.gov 1 ; Uuberes, Andrew; Davis, Robert M 

Cc: Colburn, Brent 

Subject: Re: CBS NEWS MEDIA REQUEST 

Eileen asked about this as well, adding Andrew and Bob. Is l/A or the fusion centers holding conf calls on this 
topic? Is FPS? 
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From: Shaba n, Bigad [mailt< 

Sent: Wednesday, November 16, 2011 01:58 PM 

To: 'Mediarnquiry(5YDHS.gov T <MediaInquiry@DHS.gov> 

Subject: CBS NEWS MEDIA REQUEST 

Hi there, 

My name is Bigad Shaban and I am a correspondent with CBS News (national). 

We'd like to request comment from the Department of Homeland Security concerning whether it, or any other 
federal agencies, offered any kind of assistance or advice to municipalities looking to dismantle their own Anti- 
Wall street "Occupy" protests. 

Published reports note a relationship between the federal government and cities orchestrating the removal of 
"Occupy protestors" from makeshift camp sites. 

http://reason com/blog/201 1/1 l/ie/obama-administration-allegedlyrhelped-co 
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Bigad Shaban \ CBS News Correspondent Newspath \ ceil: 



(b) (6) 



newsroom: 818,655.2510 



<3*;bsnk\ys 

4200 Radford Avenue 
Studio City. California 91604 



(b) (6) 



w w w.Twitter, com/BigadS h a ban 
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Ortman, Chris 



From 
Sent: 
To: 
Cc: 



Davis, Robert M 

Wednesday, November 16, 2011 3:41 PM 

Ortman, Chris; Cline, Richard K; Spaulding, Suzanne; Chandler, Matthew 

Winchester, Robert I- fl^B0I@^^|^^H3I@^^l Uuberes. Andrew: Media Inqu^rv. 



Col burn, Brent; Boogaard, Peter 
Subject; RE: CBS NEWS MEDIA REQUEST 



FPS has only been involved in one operation to remove protestors - in Portland. 

FPS only has jurisdiction on federal property but will assist local authorities upon request with things like road 
closures, etc, DC, for instance, may require our assistance tomorrow with Key Bridge activities, etc, 



From: Ortman, Chris 

Sent; Wednesday, November 16, 2011 3:35 PM 

To: Cline, Richard K; Spau lding, Suzanne; Davis, Robert M; Ch andler, Matthew 

Cc: Winchester, Robert L; ^^H3I©^^I ^^E3I©^^I Uuberes, Andrew; Media Inquiry; Colburn, Brent; 

Boogaard, Peter 

Subject: Re: CBS NEWS MEDIA REQUEST 




"If a protest area is located on Federal property and has been deemed unsanitary or unsafe by the General 
Services Administration (GSA) or city officials, and they make a decision to evacuate participants, the Federal 
Protective Service works with those officials to develop a plan to ensure the security and safety of everyone 
involved," 



ON BACKGROUND 

FPS only has jurisdiction when a protest takes place on federal property, and in some cases, shares that 

jurisdiction with local authorities, 

The GSA is the permitting authority for protests on federal property. 



(b) (6) 



From: Cline, Richard K [mailto: 

Sent: Wednesday, November 16, 2011 03:24 PM 

To: Spaulding, Suzanne; Davis, Robert M; Chandler, Matthew 



(b) (6) 



Cc: Winchester, Robert L; 
Colburn, Brent; Boogaard, Peter 
Subject: RE: CBS NEWS MEDIA REQUEST 

Yes ma'am, this is an accurate statement. 

Kris Cline 

Deputy Director for Operations 



(b) (6) 



Ortman, Chris; Uuberes, Andrew; Media Inquiry; 
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Federal Protective Service 




From: Spaulding, Suzanne [mailto[|{j 

Sent: Wednesday, November 16, 2011 3:17 PM 

To: Davis, Robert M; Cha ndler, Matthew 

Cc: Winchester, Robert L; ^^H3IS^^I ^^E3I@^^I Ortman, Chris; Lluberes, Andrew; 
Medialnquiry@dhs.gov; Colburn, Brent; Cline, Richard K; Boogaard, Peter 
Subject: Re: CBS NEWS MEDIA REQUEST 



i would alter the last sentence of the first para slightly: 

"When a protest area on Federal property is deemed unsanitary or unsafe by GSA or a city, and they make a 
decision to evacuate participants, we work with those officials to develop a plan to ensure the security and 
safety of everyone involved." 

Kris- is that accurate? 



From: Davis, Robert M 

Sent: Wednesday, November 16, 2011 03:04 PM 

To: Chandler, Matthew ^^__™^^ 

Cc: Winchester, Robert L; (©I©^^^^^H ^^H3I©^^I Ortman, Chris; Lluberes, Andrew; 'Inquiry, Media 1 
<Medialnquiry@dhs.gov>; Colburn, Brent; Spaulding, Suzanne; Cline, Richard K; Boogaard, Peter 
Subject: RE: CBS NEWS MEDIA REQUEST 



Matt, 

Since these protests are lawfully protected First Amendment activities, we are treating all "Occupy" 
demonstrations as peaceful We are working with GSA and each city government to ensure that all parties 
concerned are safe and secure. When a protest area on Federal property is deemed unsanitary or unsafe by 
GSA or a city, we work with those officials to develop a plan to evacuate the participants in a safe manner. 

We have held standard coordination calls and face-to-face meetings with our partners to ensure that the proper 
resources are available for operations such as street closures, etc The only eviction FPS has been involved with 
was assisting the Portland Police Bureau at the federally-owned Terry Schrunk Plaza where FPS arrested two 
people 

Bob 



From: Chandler, Matthew 

Sent: Wednesday, November 16, 2011 2; 42 PM 

To: Davis f Robert M; Spau lding, Suzanne; C line, Richard K 

Cc: Winchester, Robert L; ^H©I©H 

Colburn, Brent 

Subject: RE: CBS NEWS MEDIA REQUEST 



(b) (6) 



Ortman, Chris; Uuberes, Andrew; Inquiry, Media r ; 



And now Salon. This is getting legs, Any info would be greatly appreciated ASAP. 



From: Davis, Robert M 

Sent: Wednesday, November 16, 2011 2:32 PM 

To: Spaulding, Suzanne; Cline, Richard K 

Cc: Winchester, Robert L; 

Andrew; Inquiry, Media 



(b) (6) 



(b) (6) 



Ortman, Chris; Chandler, Matthew; Lluberes, 
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Subject: FW; CBS NEWS MEDIA REQUEST 

AP and CBS are asking about our relationship with cities dealing with "occupy protestors" .*, how would we 
describe our activities? 



From: Chandler, Matthew 

Sent: Wednesday, November 16, 2011 2:01 PM 

To: 'MediaInquiry@DHS.gov'; Uuberes, Andrew; Davis, Robert M 

Cc: Colburn, Brent 

Subject: Re: CBS NEWS MEDIA REQUEST 

Eileen asked about this as well, adding Andrew and &ob. Is l/A or the fusion centers holding conf calls on this 
topic? Is FPS? 



(b) (6) 



From: Shaban, Bigad [mailto| 

Sent: Wednesday, November 16, 2011 01:58 PM 

To: , MediaInquiry@DHS + gov 1 <MediaInqu iry@DHS.gov> 

Subject: CBS NEWS MEDIA REQUEST 

Hi there, 

My name is Bigad Shaban and I am a correspondent with CBS News (national). 

We'd like to request comment from the Department of Homeland Security concerning whether it, or any other 
federal agencies, offered any kind of assistance or advice to municipalities looking to dismantle their own Anti- 
Wallstreet "Occupy 1 ' protests, 

Published reports note a relationship between the federal government and cities orchestrating the removal of 
"Occupy protestors rf from makeshift camp sites. 

http://r easQ n.com/bloci/2Q11/11/16/obama-administra tion-aHeqedly-he lpe d -co 
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Bigad Shaban CBS News Correspondent. Newspath\ cetl:\ HJ3K2] I newsroom; 818.655.2510 



<3><:bs.\k\ys 

4200 Radford Avenue 
Studio City, California 91604 



(b) (6) 



www.Twitter.com/BigadS_haban 
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Ortman, Chris 



From: 
Sent: 
To: 
Cc: 



(b) (6) 



Cline, Richard K 

Wednesday, November 16, 2011 3:16 PM 

Spaulding, Suzanne; Davis, Robert M; Chandler, Matthew 

Winchester, Robert L:^^E3I©^^I^^E2I©^^I Ortman, Chris; Lluberes, Andrew; Media 
Inquiry; Colburn, Brent; Boogaard, Peter; Hess, David 

Subject: RE: CBS NEWS MEDIA REQUEST 



Yes ma'am, on Tuesday, November 1, 2011 at approximately 4:30 a.m. FPS and Portland 
Police Bureau officers moved into Terry Shrunk Park in downtown Portland to evict a number 
of "Occupy Portland 7 ' protesters who had set up tents in the federal park. Approximately 12 
tents had been set up and about 20 protesters were present, FPS personnel ordered the 
protesters to depart since overnight camping is not allowed in the park and about half of the 
people present complied and departed. 10 protesters refused to leave and were arrested 
for failure to comply with the lawful order of a Federal police officer. 

Kris Cline 

Deputy Director for Operations 
Federal Protective Service 




(b) (6) 



From: Spaulding, Suzanne [mailto:! 

Sent: Wednesday, November 16, 2011 3:08 PM 

To: Davis, Robert M; Cha ndler, Matthew 

Cc: Winchester, Robert L; ^^H3I©^^B ^^KSES^^I Ortman, Chris; Lluberes, Andrew; 
Medialnquiry@dhs.gov; Colburn, Brent; Cline, Richard K; Boogaard, Peter 
Subject: Re: CBS NEWS MEDIA REQUEST 



With regard to FPS arrests in Portland, weren't there some arrests the week before the eviction? 



From: Davis, Robert M 

Sent: Wednesday, November 16, 2011 03:04 PM 

To: Chandler, Matthew 

Cc: Winchester, Robert L; ^^H3I©^^II^^E2I©^^I Ortman, Chris; Lluberes, Andrew; 'Inquiry, Media' 
<Medialnquiry@dhs.gov>; Colburn, Brent; Spaulding, Suzanne; Cline, Richard K; Boogaard, Peter 
Subject: RE: CBS NEWS MEDIA REQUEST 

Matt, 

Since these protests are lawfully protected First Amendment activities, we are treating all u Occupy" 
demonstrations as peaceful. We are working with GSA and each city government to ensure that all parties 
concerned are safe and secure, When a protest area on Federal property is deemed unsanitary or unsafe by 
GSA or a city, we work with those officials to develop a plan to evacuate the participants in a safe manner. 

We have held standard coordination calls and face-to-face meetings with our partners to ensure that the proper 
resources are available for operations such as street closures, etc. The only eviction FPS has been involved with 
was assisting the Portland Police Bureau at the federally-owned Terry Schrunk Plaza where FPS arrested two 
people 

Bob 
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From: Chandler, Matthew 

Sent: Wednesday, November 16, 2011 2:42 PM 

To: Davis, Robert M; Spa uldfng, Suzanne; Cl i ne, Richard K 

Cc: Winchester, Robert L; ^^H3I©^H~ 

Col burn, Brent 

Subject: RE: CBS NEWS MEDIA REQUEST 



(b) (6) 



Ortman, Chris; LI u be res, Andrew; Inquiry, Media'; 



And now Salon. This is getting legs. Any info would be greatly appreciated ASAP. 



From: Davis, Robert M 

Sent: Wednesday, November 16, 2011 2:32 PM 

To: Spaulding, Suzanne; Cline, Richard K 

Cc; Winchester, Robert L; ^^H3I@^^I 

Andrew; Inquiry, Media 

Subject: FW: CBS NEWS MEDIA REQUEST 



(b) (6) 



Ortman, Chris; Chandler, Matthew; Uuberes, 



AP and CBS are asking about our relationship with cities dealing with "occupy protestors" ,., how would we 
describe our activities? 



From: Chandler, Matthew 

Sent: Wednesday, November 16, 2011 2:01 PM 

To: 'Medialnqutryf^DHS.gov 1 ; Lluberes, Andrew; Davis, Robert M 

Cc: Colburn, Brent 

Subject: Re: CBS NEWS MEDIA REQUEST 

Eileen asked about this as well, adding Andrew and Bob. Is l/A or the fusion centers holding conf calls on this 
topic? Is FPS? 



(b) (6) 



From: Shaba n, Bigad [mailt( 

Sent: Wednesday, November 16, 2011 01:58 PM 

To: 'MediaInquiry@DHS + gov' <MediaInquiry@DHS.gov> 

Subject: CSS NEWS MEDIA REQUEST 

Hi there, 

My name is Bigad Shaban and I am a correspondent with CBS News (national). 

We'd like to request comment from the Department of Homeland Security concerning whether it, or any other 
federal agencies, offered any kind of assistance or advice to municipalities looking to dismantle their own Anti 
Waflstreet "Occupy" protests. 

Published reports note a relationship between the federal government and cities orchestrating the removal of 
"Occupy protestors 41 from makeshift camp sites. 

http://reason,com/blog/ 2011/ 11/16/obama-admini stration-a l1e gedly -h elped-co 



Bigad Shaban | CBS News Correspondent, Newspafh | cell: 



(b) (6) 



newsroom: 8 18. 655. 25 10 



1 2/5/20 II 



Page 3 of 3 



4200 Radford Avenue 

Studio City, California 



(b) (6) 



wwwLlwitter.com/BigadShaban 
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Ortman, Chris 



From: Chandler, Matthew 

Sent: Wednesday, November 16, 2011 2:49 PM 

To: LJuberes, Andrew; Ortman, Chris; Davis, Robert M; Jensen, Robert 

Cc: Colburn, Brent 

Subject: RE CBS NEWS MEDIA REQUEST 

Thanks Andrew, We'll standby for FPS 1 weigh-in. 



From; Lluberes, Andrew 

Sent: Wednesday, November 16, 2011 2:46 PM 

To: Ortman, Chris; Chandler, Matthew; Davis, Robert M; Jensen, Robert 

Cc: Colburn, Brent 

Subject: RE: CBS NEWS MEDIA REQUEST 

Importance: High 

Gents; 

As I thought, I&A scrupulously avoided any connection with the 
Occupy movement/protests/dismantlings. We cannot speak for any individual fusion 
center or other departmental component, but we issued no product to our customers and 
held no con f call with our field 10s on the subject 

An IP contractor apparently posted an uncleared Tripwire product to 
the website, but it was pulled down. A recipient of that product then had it posted to the 
DSAC website - which Til forward separately - and DUS Scalici had it pulled down, 

Andrew L, Lluberes 

Director of Communications 

for Intelligence and Analysis 

Office of Public Affairs 

U.S. Department of Homeland Security 

Washington, D.C 20528 



(b) (6) 



202-282-8408 (fax) 



(b) (6) 



From: Ortman, Chris 

Sent: Wednesday, November 16 r 2011 2:16 PM 

To; Chandler, Matthew; 'MedialnquirytgJDHS^gov 1 ; Lluberes, Andrew; Davis, Robert M 

Cc: Colburn, Brent 

Subject: Re: CBS NEWS MEDIA REQUEST 

I only know of Portland because It was a Federal Park. Bob, we should check with Suzanne Spaulding. 
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(b) (6) 



From: Chandler, Matthew [mailt< 

Sent: Wednesday, November 16, 2011 02:00 PM 

To: MediaInquiry@DHS,gov < Medial nquiry@DHS,gov>; Uuberes, Andrew; Davis, Robert M 

Cc: Col burn, Brent 

Subject: Re: CBS NEWS MEDIA REQUEST 



Eileen asked about this as well, adding Andrew and Bob. Is l/A or the fusion centers holding conf calls on this 
topic? Is FPS? 



(b) (6) 



From: Shaban, Bigad [mailt< 

Sent: Wednesday, November 16, 2011 01:58 PM 

To: , Medialnquiry@DHS.gov' <MediaInquiry@DHS,gov> 

Subject: CBS NEWS MEDIA REQUEST 



Hi there, 

My name is Bigad Shaban and I am a correspondent with CBS News {national}. 

We'd like to request comment from the Department of Homeland Security concerning whether it or any other 
federal agencies, offered any kind of assistance or advice to municipalities looking to dismantle their own Anti- 
Wallstreet "Occupy" protests. 

Published reports note a relationship between the federal government and cities orchestrating the removal of 
"Occupy protestors" from makeshift camp sites, 

http://reason conVblog/201 1/1 1/16/obama-administration-allegedly-heiped-co 
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Bigad Shaban \ CBS News Correspondent Newspath | celt: 



(b) (6) 



newsroom: 8 1 8. 655. 25 1 



4200 Radford Avenue 
Studio City, California 91604 



(b) (6) 



www.Twitter.com/BigadShaban 
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Ortman, Chris 



From: Davis, Robert M 

Sent: Wednesday, November 16, 2011 2:33 PM 

To: Ortman, Chris 

Subject: RE; CBS NEWS MEDIA REQUEST 

Thought you were on leave. 
Certainly appreciate your help. 

Accidently left Brent off the cc line of my last one so I will loop him back in on the next round 
Hope you are having funf 



From: Ortman, Chris 

Sent: Wednesday, November 16, 2011 2:16 PM 

To: Chandler, Matthew; 'MedtaInquiry@DHS.gov'; Lluberes, Andrew; Davis, Robert M 

Cc: Col burn, Brent 

Subject: Re: CBS NEWS MEDIA REQUEST 

I only know of Portland because it was a federal Park, Bob, we should check with Suzanne Spaulding, 
From: Chandler, Matthew [mailtof 



Sent: Wednesday, November 16, 2011 02:00 PM 

To: MediaInquiry@DHS.gov <MediaInquirY@DHS.gov>; Lluberes, Andrew; Davis, Robert M 

Cc: Colburn, Brent 

Subject: Re: CBS NEWS MEDIA REQUEST 

Eileen asked about this as well, adding Andrew and Bob. Is l/A or the fusion centers holding conf calls on this 
topic? Is FPS? 



(b) (6) 



From: Shaban, Bigad [mailto| 

Sent: Wednesday, November 16, 2011 01:58 PM 

To: 'Media Inquiry® DHS.gov' <MediaInquiry@DHS,gov> 

Subject: CBS NEWS MEDIA REQUEST 

Hi there, 

My name is Bigad Shaban and I am a correspondent with CBS News (national). 

We'd like to request comment from the Department of Homeland Security concerning whether it, or any other 
federal agencies, offered any kind of assistance or advice to municipalities looking to dismantle their own Anti 
Wallstreet "Occupy" protests. 

Published reports note a relationship between the federal government and cities orchestrating the removal of 
"Occupy protestors" from makeshift camp sites 

http://reason com/btog/201 1/11/16/obama-admimstrat i on-allegedly-helped-co 
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Bigad Shaban CBS News Correspondent, Newspath | cellhnKn | newsroom. 818.655.2510 
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4200 Radford Avenue 
Studio City, California 91604 



(b) (6) 



www. Twitter, com/Big ad Shaban 
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Ortman, Chris 



From: Davis, Robert M 

Sent: Wednesday, November 16, 2011 2:32 PM 

To: Spaulding, Suzanne; Cline l Richard K 

Cc: Winchester, Robert L; 

Lluberes, Andrew; Inquiry, Media 

Subject: FW; CBS NEWS MEDIA REQUEST 



(b) (6) 



Ortman, Chris; Chandler Matthew; 



AP and CBS are asking about our relationship with cities dealing with "occupy protestors" ... how would we 
describe our activities? 



From: Chandler, Matthew 

Sent: Wednesday, November 16, 2011 2:01 PM 

To: 'MediaInquiry@DHS.gov 1 ; Lluberes, Andrew; Davis, Robert M 

Cc: Coiburn, Brent 

Subject: Re: CBS NEWS MEDIA REQUEST 

Eileen asked about this as well, adding Andrew and Bob Is l/A or the fusion centers holding conf calls on this 
topic? Is FPS? 



(b) (6) 



From: Shaban, Bigad [mailta 

Sent: Wednesday, November 16, 2011 01:58 PM 

To: 'MediaInquiry@DH5.gov' <MediaInquiry@DHS,gov> 

Subject: CBS NEWS MEDIA REQUEST 

Hi there, 

My name is Bigad Shaban and I am a correspondent with CBS News (national). 

We'd like to request comment from the Department of Homeland Security concerning whether it, or any other 
federal agencies, offered any kind of assistance or advice to municipalities looking to dismantle their own Anti 
Wallstreet ''Occupy" protests. 

Published reports note a relationship between the federal government and cities orchestrating the removal of 
"Occupy protestors" from makeshift camp sites. 

htt p;//reasoncom/blOQ/201 1 / 1 1 /16/obama-admjnJs t raton-a1leQ ed1 y-he)ped-co 
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Bigad Shaban \ CBS News Correspondent , Newspath \ cell; 

m :bs nkws 

4200 Radford Avenue 
Studio City, Calif ornia 916 04 
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Ortman, Chris 



(b) (6) 



Sent: 

To; 

Cc: 

Subject: 



Lluberes, Andrew 

Wednesday, November 16, 2011 2:24 PM 

Chandler, Matthew; Medialnquiry@DHS.gov; Davis, Robert M 

Colburn, Brent 

RE: CBS NEWS MEDIA REQUEST 



Importance: High 

checking 

Andrew L. Lluberes 

Director of Communications 

for Intelligence and Analysis 

Office of Public Affairs 

U.S, Department of Homeland Security 

Washington, D.C. 20528 



(b) (6) 



202-282-8408 (fax) 



(b) (6) 



From: Chandler, Matthew 

Sent: Wednesday, November 16, 20112:01PM 

To: *MediaInquiry@DH5-gov t ; Lluberes, Andrew; Davis, Robert M 

Co Colburn, Brent 

Subject: Re: CBS NEWS MEDIA REQUEST 

Eileen asked about this as well, adding Andrew and Bob. Is l/A or the fusion centers holding conf calls on this 
topic? Is FP5? 



(b) (6) 



From: Shaban, Bigad [maiit< 

Sent: Wednesday, November 16, 2011 01:58 PM 

To; 'MedialnquirytSDHS.gov' <MediaInquirY@DHS.gov> 

Subject; CBS NEWS MEDIA REQUEST 

Hi there, 

My name is Bigad Shaban and I am a correspondent with CBS News (national). 

We'd like to request comment from the Department of Homeland Security concerning wnether it, or any otner 
federal agencies l offered any kind of assistance or advice to municipalities looking to dismantle their own Anti- 
Wall street "Occupy" protests. 

Published reports note a relationship between the federal government and cities orchestrating the removal of 
"Occupy protestors" from makeshift camp sites. 

ht tpv/reason c om/ bloq /2Q11/11/16/obama-administfation'all eQedly -helped-co 
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Bigad Shaban \ CBS News Correspondent Newspath [ cell\ 



(b) (6) 



newsroom: 8 1 8. 655. 25 1 



4200 Radford Avenue 
Studio City, California 91604 



(b) (6) 



www.Twitter.com/BigadShaban 
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Ortman, Chris 



(b) (6) 



From: Ortman, Chris 

Sent: Wednesday, November 16, 201 1 2:16 PM 

To: Chandler, Matthew; Medialnquiry@DHS.gov; Lluberes, Andrew, Davis, Robert M 

Cc: Colburn, Brent 

Subject; Re: CBS NEWS MEDIA REQUEST 



only know of Portland because it was a Federal Park. Bob, we should check with Suzanne Spaulding, 



(b) (6) 



From: Chandler, Matthew [malltt 

Sent: Wednesday, November 16, 2011 02:00 PM 

To; MediaInquiry@DH5.gov <MediaInquiry@DH5.gov>; Lluberes, Andrew; Davis, Robert M 

Cc; Colburn, Brent 

Subject: Re: CBS NEWS MEDIA REQUEST 



Eileen asked about this as well, adding Andrew and Bob. Is l/A or the fusion centers holding conf calls on this 
topic? Is FPS? 



(b) (6) 



From: Shaban, Bigad [mailto| 

Sent: Wednesday, November 16, 2011 01:58 PM 

To: 'MedialnquiryPDHS^gov' <MediaInquiry@DH5,gov> 

Subject: CBS NEWS MEDIA REQUEST 

Hi there, 

My name is Bigad Shaban and I am a correspondent with CBS News (national). 

We*d like to request comment from the Department of Homeland Security concerning whether it, or any other 
federal agencies, offered any kind of assistance or advice to municipalities looking to dismantle their own Anti- 
Wallstreet "Occupy" protests. 

Published reports note a relationship between the federal government and cities orchestrating the removal of 
"Occupy protestors 1 ' from makeshift camp sites, 

http;/yreasoncomybloq/2011/11/16/obama-administration-allegedly-helped-co 
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Bigad Shaban | CBS News Correspondent, Newspath | cell: 

4200 Radford Avenue 
Studio City, California 91604 



b (6) 



(b) (6) 



newsroom: 818, 655 2510 



wwwJwi|Jer.comyBJaactShaban 
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Ortman, Chris 



From: Chandler, Matthew 

Sent: Wednesday, November 16, 2011 2:15 PM 

To: Ortman, Chris 

Subject: Re: CBS NEWS MEDIA REQUEST 



No 



From: Ortman, Chris 

Sent: Wednesday, November 16, 2011 02:15 PM 

To: Chandler, Matthew 

Subject: Re: CBS NEWS MEDIA REQUEST 

Have you worked with Bigad before? 



(b) (6) 



From: Chandler, Matthew [mailfr 

Sent: Wednesday, November 16, 2011 02:00 PM 

To: MediaInquiry@DHS.gov <MediaInquiry@DHS.gov>; Uuberes, Andrew; Davis, Robert M 

Cc: Col burn, Brent 

Subject: Re: CBS NEWS MEDIA REQUEST 



Eileen asked about this as well, adding Andrew and Bob, Is l/A or the fusion centers holding conf calls on this topic? Is 
FPS? 



(b) (6) 



From: Shaban, Bigad [mallto| 

Sent: Wednesday, November 16, 2011 01:58 PM 

To: 'MedialnquirytaDHS.gov* <MediaInquiry@DHS.gov> 

Subject: CBS NEWS MEDIA REQUEST 

Hi there, 

My name Is Bigad Shaban and i am a correspondent with CBS News (national), 

We'd like to request comment from the Department of Homeland Security concerning whether it, or any other federal 
agencies, offered any kind of assistance or advice to municipalities looking to dismantle their own Anti-Wallstreet 
"Occupy" protests. 

Published reports note a relationship between the federal government and cities orchestrating the removal of "Occupy 
protestors" from makeshift camp sites 

http://reason.com/blo_g/201 1/1 1/1 6/Qbama-administration-alle gedly-he lpe d-co 



■ ■ ■ I P ■ 4 PI PI 



■ HI P 4 14 P ■ ■ + 4 * ■ PI P P I ■ 4 ■ ¥ I h 1 1 h 



Bigad Shaban \ CBS News Correspondent, Newspath \ ceil\ 

<$< m mw 

4200 Radford Avenue 
Studio City, California 91604 
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newsroom: 818.655.2510 
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Ortman, Chris 



(b) (6) 



From: Boogaard, Peter 

Sent: Wednesday, November 16, 201 1 2:02 PM 

To: Medialnquiry@DHS.gov 

Subject: RE: CBS NEWS MEDIA REQUEST 



Thanks* 



(b) (6) 



From: Shaban, Bigad [mailt< 

Sent: Wednesday, November 16, 2011 1:58 PM 

To: 'MediaInquiry@DH5.gov' 

Subject: CBS NEWS MEDIA REQUEST 

Hi there, 

My name is Brgad Shaban and I am a correspondent with CBS News (national) 

We'd like to request comment from the Department of Homeland Security concerning whether it, or any other 
federal agencies, offered any kind of assistance or advice to municipalities looking to dismantle their own Anti- 
Walfstreet "Occupy" protests, 

Published reports note a relationship between the federal government and cities orchestrating the removal of 
"Occupy protestors 11 from makeshift camp sites- 

http://reaspri.cpnn/blog/201 1/11/16/obama^dministrajipn-aliegedly-helped-co 



Pr-i>+-r-Friii¥*r-TP-r 
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Bigad Shaban \ CBS News Correspondent, Newspath \ cell: 

<$CBS NKWS 

4200 Radford Avenue 
Studio City, California 91604 
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newsroom: 818,655.2510 



www.Twitter.com/BigadShaban 
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Ortman, Chris 



From: 



Lluberes, Andrew 



Sent: Wednesday, November 16, 2011 2:51 PM 

To: Chandler, Matthew; Colburn, Brent; Ortman, Chris; Davis, Robert M; Jensen, Robert 

Subject: RE: DSAC Weekly Newsletter 28 October 201 1 

Importance: High 

We don't but perhaps DAS Bill Flynn can retrieve it for you* 

Andrew L. Lluberes 

Director of Communications 

for Intelligence and Analysis 

Office of Public Affairs 

U.S. Department of Homeland Security 

Washington, D.C. 20528 



(b) (6) 



202-282-8408 (fax) 




From: Chandler, Matthew 

Sent: Wednesday, November 16, 2011 2:50 PM 

To: Lluberes, Andrew; Colburn, Brent; Ortman, Chris; Davis, Robert M; Jensen, Robert 

Subject: RE; DSAC Weekly Newsletter 28 October 2011 

The link is dead, do we have the text? 






From: Lluberes, Andrew 

Sent: Wednesday, November 16, 2011 2:50 PM 

To: Colburn, Brent; Chandler, Matthew; Ortman, Chris; Davis, Robert M; Jensen, Robert 

Subject: FW: DSAC Weekly Newsletter 28 October 2011 

Importance: High 

Gents: 

Further my earlier, below is the link to the Tripwire product that was pulled, 
but it made onto the DSAC site before it was pulled from there as well. 



Andrew L. Lluberes 

Director of Communications 

for Intelligence and Analysis 

Office of Public Affairs 

IIS. Department of Homeland Security 

Washington, D.C. 2052g 
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202-282-8408 (fox) 

|4 (cell) 
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From: Scalici, Dawn 

Sent: Wednesday, November 16, 2011 2:36 PM 

To: Lluberes, Andrew 

Subject: FW: DSAC Weekly Newsletter 28 October 2011 



From: Flynn, William 

Sent: Friday, October 28, 2011 6:36 PM 

To: Scalici, Dawn 

Subject: Re: DSAC Weekly Newsletter 28 October 2011 

Do you have any more details? J was advised that this unauthorized product was removed 



Villiam F. Flynn, 
Deputy Assistant Secretary, 
Office of Infrastructure Protection 
US Department of Homeland Security 




From: Scalici, Dawn 

Sent: Friday, October 28, 2011 06:28 PM 

To: Keller, Fernando H; Kramer, Darryl; Flynn, WHIiam 

cc: ^^^|^^^^H^^HB2ESllHiHim^l 

Subject: Re: DSAC Weekly Newsletter 28 October 2011 



Thanks— so he will recall the DSAC e-mail and remove the product from the DSAC portal if it is posted there? 



From: Keller, Fernando H 

Sent: Friday, October 28, 2011 05:59 PM 

To: Scalici, Dawn; Kramer, Darryl; Flynn, William 

cc: ^^^^^^^^^^^^H2ES^HHH1^^^I 

Subject: Re: DSAC Weekly Newsletter 28 October 2011 



Dawn. I just spoke with Arnold. He will be home in 20 minutes and take it down 



Thanks 

Fernando Keller 

DHS Deputy Program Director 

FBi/DHS - Domestic Security Alliance Council (DSAC) 
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From: Seal id, Dawn 

Sent: Friday, October 28, 2011 05:49 PM 

To: Kramer, Parry!; Keller, Fernando H; Flynn, Wtlliam 

cc: ^^H^^HIHIHSESHHHI^I^H 

;: Fw: DSAC Weekly Newsletter 28 October 2011 



Please check on the content of the referenced DHS product on Occupy Wall Street- This could be quite 
unfortunate. I thought IP had withdrawn this piece, We may need DSAC to immediately withdraw their e-mail 
and take it off DSAC's portal if it is posted there. 



b 



From: DSAC [mailfo 

Sent: Frid ay, October 28, 20 11 03:29 PM 

To: DSAC (©TOHl^^H 

Subject: DSAC Weekly Newsletter 28 October 2011 



DSAC WEEKLY NEWSLETTER 
28 October 2011 




n (mi nee me it is 



International Conference on Cyber Security, January 9-12, 2011 

https://portal.dsac .go v/L i st s/ An no u neements/ A III terns, aspx 

Re cent Intelligence Products Po st ed to the Portal 

« — < f^m ■ ^ ■ -v — ■ 

(U) DHS Special Coverage: Occupy Wall Street 

httpsi//portai.dsac.gov/DSAC% 20Inte iligence%2QMemorandumb/DHS%201P%20Special% 
2 OCo vei age jOcc upy %20 Wal 1%20S treet%20Qc tpber%20201 1 = pd f 

(U//FOUO) Warning Notice: Anonymous Poerto Rico Participation in Operation 

"DaUnPaseo" May Precede Cyber Attack 

https://portaLdsac.gov/DSAC%20Intel I igence%20Memorandums/Anonymous%20Pucno%20Rico% 
2 OP larmed% 2QProtest%20and%2QCyber%20 A ltack.pdf 

(U) 2011 Asia-Pacific Economic Cooperation Leaders 1 Week Summit Joint Threat 
Assessment 

hn ps://por tal.dsaL\gQv/DSAC%20Iatelligence%2QMe morandum 5 /2Qn%20Asia-Pacific% 
20EcojLOjiiic D ^^ 

(U) Update: New W32/Induc Virus Variant a Malicious Botnet Threat 

https://portaLdsac,gov/DSAC%2^ 

20VarianJ%20a%2 

(U//FOUO) Circumvention of International Airports Security Checkpoints 

https://ponal , d sag^o \/D S AC %20 Inte I J igence%2 MemQrandums/FB L%20SIR%2QCamiiiq vention% 
20ot%20IntematiqnaJ%2QAirpQ^^ 
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(U) 2011 National Gang Threat Assessment- Emerging Trends 

https://portal.dsac. gov/Re source°/o20hibrarv/2U 1 1 %20National%20Gang%2()Threat%20Assessment% 

20%2 0F.merging%20Trends.pd f 

(U//FOUO) CA Resource Guide Provides Approach to Combating Violent 
Extremism 

https://portal.dsac.gov/Lists/DSAC%20Aiem/LlR%20CA%2 0Reso u rc e%20G uide%20 P ro v i des% 
20Appruach%2nto%20Combating%2 0Vio lent%20Extremis ni.pdf 



Reach us a 




DSAC Program Office 
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Oilman, Chris 



From: 
Sent: 
To: 
Cc: 



(b) (6) 



Wednesday, November 16, 2011 3:25 PM 
mediainqujry@dhs.gov 



(b) (6) 



Subject: Reuters question and Occup encampments 



DearDHS, 



Reuters is doing a story about the coordinated clearing of Occupy Wall Street encampments across the country, 
Our question is, did the Department of Homeland Security and/or the FBI help mayors coordinate the clearing of 
the sites? How? 






Any assistance would be greatly appreciated. 

Sincerely, 

Ian Simpson 

Correspondent 

Reuters America Service 

Thomson Reuters 

Suite 500 

1333 H St NW 

Washington, D.C 20005 

Tel. 

Mob. 



(b) (6) 



(b)(6) 



(b) (6) 



This email was sent to you by Thomson Reuters, the global news and information company. Any views 
expressed in this message are those of the individual sender, except where the sender specifically states 
them to be the views of Thomson Reuters, 
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Ortman, Chris 



From: Lfuberes, Andrew 

Sent: Wednesday, November 16, 201 1 3:42 PM 

To: Chandler, Matthew; Ortman, Chris; Boogaard, Peter 

Subject: FW; CQ Behind the Lines 

Importance; High 

Gents: 



Do you guys get/see this every day? They send it to me and Td be happy to 



forward. 



Andrew L, Lluberes 
Director of Communications 
for Intelligence and Analysis 
Office of Public Affairs 
LLS. Department of Homeland Security 
Washington, D.C. 20528 



(b) (6) 



202-282-8408 




From: behindtheline$-service@newslettersxqrollcalLcom [mailto:blnnailer-behindthelines- 
newsletters.cqrollcaILcorn@biglist.com] On Behalf Of CQ Roll Call 
Sen t: Wednesday, Novembe r 16, 2011 3:00 PM 

To: G3I©1^HI^^^^H V 

Subject: CQ Behind the Lines 




B E 1 1 T N D T H E L 1 N F S F O R W T D N G S D A Y, N V 16,2011 -3PM 

By David C, Morrison, Special to Congressional Quarterly 
Extratemtonatity: Amtcl "deep unease" over U K, anti-terror mojo< the United States might dispatch 500 FBI agents to 
safeguard American athletes at London Olympics _ . . Today's access ofangst It may he possible to hack into the engine- 
control systems of some Boeing 747s through the passenger-accessible entertainment system". . . Another county heard 
from; Bill would give local sheriffs a say in how CBP agents operate on federal lands along northern border These and other 
stories lead today's homeland security coverage 
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Expressing "deep unease" that the U,K. has had to restrict the scope of anti-terror "stop and search" powers, U.S. officials 
plan to dispatch 500 FBI agents to safeguard American athletes at next summer's Olympic games, The Guardian's Wick 
Hopkins and Richard Norton-Taylor recount — while Guardian sports scribe Richard Williams accuses Washington 
securicrats of "viewing a piece of alien territory as some corner of a foreign field that is temporarily American, just because 
Americans happen to be there " 

Feds: Rep. Denny Rehberg, R-MonL, is working on a new amendment to a controversial border security bill, one that would 
give local sheriffs a say in how CBP agents operate on federal lands along the Canadian border, The Missoulian's Mike 
Dennison relates. As drones play a mounting role in border security, CBP received its second Predator B in Texas last 
month and will add its sixth overall on the Southwest border in Arizona by year's end, The Associated Press' Christopher 
Sherman spotlights — as Mark Hewitt marvels in The American Thinker: Is CBP's "cost of apprehending a single illegal 
alien" with a Predator surveillance UAV really S32.0GW 






Detention and Removal: DHS is poised to "start separating high-priority cases involving criminals it wants to deport from 
tow-priority cases it will drop following a June directive [urging agents to] exercise discretion in deportation decisions/' The 
Financial Times' Anjli Raval relates — while The New York Times' Julia Preston sees uneven application of that new 
policy leading "to vast confusion both in immtgrant communities and among agents charged with carrying it out/' Liberal 
groups including the ACLU are crying foul at what they say is the Qbama administration's political gamesmanship over the 
deportation of Illegal immigrants, The Daily Callers Michael Volpe leads 'As Congress struggles to find ways to reduce the 
debt, something as wasteful and inhumane as the immigrant detention system merits careful scrutiny/ Timothy J. Steigenga 
adjures in The Palm Beach Post 

State and local: More doubt is being cast on a New York Post story alleging that Occupy Wall Street protesters drew 
graffiti on the new 9/1 1 memorial at Ground Zero, Salon says. The heads of law enforcement agencies in seven North 
Carolina counties ,L met recently at the Wilkesboro Civic Center to prepare for helping each other during situations requiring 
more security than normal/" The Wilkes Journal-Patriot reports While it may not have been fully apparent, a "sizable 
portion" of the Hawaii National Guard's 5,500 troops were mobilized for last weekend's APEC Summit, a spokesman tells The 
Honolulu Star^Advertiser. "Adding to Us existing arsenal of high-tech, anti-terrorist gadgets,'* the Pasadena (Calif) Police 
Department will spend $650,000 from DHS to equip more of its helicopter fleet with infrared cameras, the Star-News notes. 

Follow THE money: The Arab-American head of a Dearborn. Mich., Muslim center, arrested on suspicion of being wanted 
for tunneling money to Hezbollah, was later found to be the wrong man and released, Reuters reports. The Obama 
administration is quietly working to counter potential intel and security risks posed by foreign telecoms' expansion in the U.S. 
market, The Wall Street Journal relates The head of the Transaction Reports and Analysis Centre warns that he will not 
hesitate to use sweeping new powers to crack down on those suspected of money laundering or terrorism financing, The 
Australian relates As a means of financing, the terror-listed Kurdistan Workers' Party has entered the ranks of the world's 
biggest drug cartels," Today's Zaman sees narcotics operations in recent years showing 

BUGS 'n BOMBS: Some 39 slates are awaiting money to help rebuild disaster-damaged roads as the Federal Highway 
Administration racks up a backlog of more than 52 billion in requests, Stateline relates Utility cybersecurtty is tn a state of 
near chaos," ComputerwoHd hears a research report alerting. The Defense Science Board \s calling on the U.S. military to 
improve intelligence-gathering related to climate change, which it says u has the potential for significant impacts 1 on U,S, 
security, USA Today tells North Korea has made rapid progress on the construction of a new nuclear reactor, though it won't 



12/5/201 I 






Page 3 of 4 



be running for two or three more years, The Washington Post reports, The mounting number of firearms seized at airport 
checkpoints, "to me, reflects a culture in which laws covering the possession of guns are becoming increasingly looser;' a 
New York Times travel writer ruminates 

CLOSE air support: Travel for many from the Middle East has often been quite difficult, but following 9/1 1 and the Arab 
Spring, it seems to be worsening/' a Kuwait Times feature on airport profiling leads — as The Economic Times hears 
former Indian prez Abdul Kalam yet again dismissing as a cause celebre his recent frfsking by TSA security officials at JFK, 
his second such "What is the difference between an artist and a terrorist when it comes to boarding a plane? Apparently, 
there is none," an intensively screened op-ed contributor leads in The Gainesville (Fla.) Sun Of the 26 regional airports that 
operate regular commercial passenger flights in Australia's New South Wales, just four have screening equipment, The 
Sydney Sunday Telegraph tells — while The Sydney Morning Herald sees an oil rig worker fined $500 after joking at a 
Brisbane Airport checkpoint that he had a bomb strapped to his ankle. 

TERROR tech: 7\ plant pathologist's device could help DHS monitor for food terrorism with balloons attached to sensors that 
measure clouds of spores above fields and sniff for disease activity," International Business Times spotlights In the 'latest 
edition of the military's eternal quest for 'A Thingamajig that Solves All Terrorism/ 1 ' the Army wants a portable gadget that can 
remotely "detect American foes f liars and other delinquent characters with near- perfect accuracy'' Danger Room reports The 
Green Machine is also in the market for a paintbail system that can detect the presence and type of different explosives in 
roadside lEDs, "a sort of like a litmus test for bombs, n DR further relates — and check out Public Intelligence for a hitherto 
unaired text version of a 2008 FBI-DHS Joint Bulletin on "radio controlled model aircraft as possible IED platforms. ' The 
severity of burn injuries may be reduced with an iPhone app developed by a former U.K serviceman, The Engineer informs 

Cyberia: 'What, exactly, is it that cyberterronsts are going to do? Engage in identity theft? Steal U.S. intellectual property? 
Those are somewhat worrisome, but where is the terror' part?" Watching the Watchers head^scratches. "While hackers 
have been around for as long as computers have, it is only in the last few years that the dangers of cyberwar have become 
more evident/' a Public Service tutorial suggests. "With cyberwar posing more and more danger/' the Pentagon's blue-sky 
research agency plans to put more funds into cyber-researcb, SPAMfighter relates DHS Is playing a crucial role in 
enhancing cybersecuhty one of the biggest challenges 1o our homeland/' Janet Napolitano spotlights in a Politico op-ed. 
A New Zealand ambulance service fell victim to a computer virus infection that disabled its automated response systems 
nationwide, Naked Security notes — as IT world reports that "it appears, however unlikely it sounds, as if it may be possible 
to hack into the engine-control systems of some Boeing 747s through the passenger-accessible entertainment system" 

Courts and rights: A former friend testified that he brought terror-charged Tarek Mehanna and two associates to Logan 
International in 2004 so they could travel to Yemen to train in a terrorist camp, The Boston Globe relates Two U.S. airmen 
injured in a Kosovo Muslim s airport gun assault in Germany last March testified in Frankfurt on Monday at Arid Uka's trial, 
which resumes Dec. 5, Stars and Stripes relates. A decade past 9/11, counterterrorism remains Justice's highest priority, 
The Washington Times sees an LG. report confirming, "Congress is under growing pressure from civil liberties groups to 
reopen the Patriot Act and remove provisions like sneak and peek warrants/' Pittsburgh's WTAE 4 News notes — as a 
Reason review rumbles: Patriot Act "reform' is not the way; the thing is irreparable . . Rather, the practice of nonspecific 
total surveillance must be abolished *' 

Over there: "America will discover, as Israel did, that a one-way urge for [a pre-9/11 normal world] will lead to a more 
dangerous world/' Mark Steyn states in Commentary — to which The Atlantic's Colin Friedersdorf counters' "In Steyn world, 
there is never any worry that powers accrued in the War on Terrorism will be turned against non-terrorists." Today and 
tomorrow, security experts from SahelJan countries will meet in Algiers to discuss antiterrorism efforts in the region. The 
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Christian Science Monitor mentions. China is all set to develop the historic town of Kashgar along its border with Pakistan 
mto a "key financial and manufacturing hub" to counter terrorism in its restive Xinjiang province, The Times of India informs. 

OPPORTUNITY KNOCKING: "A series of coordinated ICE raids have liberated hundreds of terrible jobs and homes for 
Americans," DHS officials tell News Mutiny, "Conducted over the past two weeks, the raids targeted illegal aliens where they 
live — m low-income housing tenements and encampments throughout California, Arizona, New Mexico, and Texas. An 
estimated 2,000 decrepit homes t tents and terrible, low-paying jobs previously occupied by the migrants have been made 
available for American citizens as a result of the campaign, authorities say. Michael Winter of Stockton, Calif, unemployed 
for more than 10 months, is thankful for his awful new job picking strawberries five times slower than his predecessors 
'Stooping over 10,000 times a day to hand pick 1 0,000 berries in the hot sun for haif the money it would cost to rent an 
apartment for my family to sleep in isn't necessarily my dream job. but it definitely beats not having a job and living in a box in 
some canyon somewhere,' Winter said." 

Source; CQ Homeland Security 
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From: 

Sent: Friday, October 28, 201 1 4:57 AM 

To: DL- LAN TO (External) 

Ccr DL - LAN TO; DL - LAN CC 

Subject: SUBJECT: US-CERT Leadership Awareness Notice: Anonymous Launches Revenge Attack 

against Oakland Police Department after Occupy Protest [INITIAL] 

UNCLASSIFIED/ /TOR OFFICIAL USE OMLi 

SUBJECT: US-CERT Leadership Awareness Notice: Anonymous Launches Revenge Attack against 
Oakland Police Department after Occupy Protest [INITIAL] 

EXECUTIVE OVERVIEW: 

The Anonymous hacktivist group has reportedly executed a distributed a denial of service 
(DDoS) attack against the Oakland Police Department's website according to SC magazine. 

According to SC Magazine, www*oaklandpolice , com was unavailable early Thursday* The site 
was available as of Thursday evening, 

Johnna Watson a spokeswoman for the Oakland Police Department told CNET that the 

department was looking into the matter. 

Anonymous originally announced the attack via Twitter and posted contact information, 
schedules r badge numbers, and additional information of Oakland police officers on 
Pastebin. "The time has come to retaliate against Oakland police via all non-violent 

means, beginning with f doxing r of individual officers and particularly higher-ups involved 
in the department's conduct of late' 1 . 

Anonymous" operation, dubbed "OpUprise, " comes in response to Tuesday night's police 
action towards a demonstration organized to protest the clearing of an encampment where 
Occupy Oakland members had been staying. 

Backers have also targeted bankers, former U.S. Treasury Secretary Robert Rubirij and an on 
duty New York police officer. They have also threatened to take down the Fox News website 
over its ongoing coverage of the protests, 

MS ROLE: 

US-CERT has reached out to the FBI and MS-ISAC, MS- I SAC responded that all posts appear to 
contain publicly available information such as phone numbers, officer names, and badge 
numbers. MS-LSAC leadership will further review to determine the P1I status of this 
information and whether PII notification is required, 

INTERAGENCY / PRIVATE SECTOR ROLE: 

US-CERT received notification from MS-ISAC that, as of this time, MS-ISAC has not 
concluded that any PII was posted to Pastebin, 

PRESS ACTIVITY: 

Multiple open source reports. 

SOURCE: 

http: //www. scmagazineus . com/anonymous-downs-oakland-police-site-after-vi 
olence/ article/ 2 154 33/ 

http://news.cnet.com/8301-27 080_3-201267 60-245/hackers-target~oakland-po 
lice-after^occupy-protest/ 

http: //uk. ibtimes- com/art icles/ 2387 4 2/ 2 01 11 027 /occupy- wall-street-anonym 
ous-enact-revenge-attack-for-oakland-police-acts-of-brutality.htm 

1 



REQUIREMENT: DCIR 14; A cyber or non-cyher event that affects a critical infrastructure 
asset ( s) or facility or newsworthy reports that do not meet a PIR threshold (e.g., 

unconfirmed zero-day, political upheaval/unrest] . Cyber impact is not immediate, but the 
event could pose a cyber impact and/or threat. 



Warning: This document is UNCLASSIFIED//FOR OFFICIAL UOC ONLY (UV/rOUQ) . It contains 
information that may be exempt from public release under the Freedom of Information Act (5 
U.S.C. 552). It is to be controlled, stored, handled, transmitted, distributed, and 
disposed of in accordance with the Department of Homeland Security (DBS) policy relating 
to FOUO information and is not to be released to the public or other personnel who do not 
have a valid "need-to-know 11 without prior approval of an authorized DHS official. 
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[J5-CERT Senior Matc h Officer (SWO) 

Phone; 

Unclas : 

HSPN: IT JU Wi^^^^^^^W ' ' ' 

JWICS: 
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From: 

Sent: Friday, October 21 , 2011 11:32 PM 

To: DL - LAN TO (External) 

Cc: DL - LAN TO; DL - LAN CC; US-CERT Senior Watch Officer 

Subject: US-CERT Leadership Awareness Notice: AntiSec Releases Compromised Law Enforcement 

Data [INITIAL] 



UNCLASSIFIED/ /FOR OFFICIAL \ \CL ONLY 

SUBJECT: US-CERT Leadership Awareness Notice; Ant i Sec Releases Compromised Law Enforcement 

Data [INITIAL] 

EXECUTIVE OVERVIEW: 

Via a post to Pastebin, Anonymous-related hacker group AntiSec claims to have compromised 
data from several law enforcement groups after compromising webservers of The 
International Association of Chiefs of Police (IACP), the Matrix Group web development 
group, the Boston Police Patrolmen's Association, and Alabama Police Department targets in 
the Birmingham/ Jefferson County area. AntiSec claims the actions were in solidarity with 
the Occupy movement and the International Day of Action Against Police Brutality (October 
22) . 

The Pastebin post contained the username/password and contact information/ PI I of the CEO 
of Matrix Group, The disclosure on pastebin also contained IACP webserver database 
information and a the contact list for the IACP. 

AntiSec 's post also includes webserver database information from the website of the 
Sheriff of Baldwin County, AL. The Sheriff's Office confirmed this is the second time 
their site was attacked in the past week, and said one of the hackers called their office 

to explain why they were attacked. 

AntiSec claims to have additional compromised data that is listed below, but have not 

publicly disclosed it. They have not communicated a planned date of release of the data. 

INTERNATIONAL CHIEF OF POLICE TARGETS: 

- IACP membership rosters ^ 16, 000 names, addresses, member numbers, phone numbers, etc) 

- Databases for all IACP related websites including login/password info 

- DISCOVERPOLICECAREERS.ORG Interal Documents (2 5QME of PDFs, DOCs) 

- P0LICEV0LUNTEER.ORG Private Email List 2005-2011 and 340MB of Documents 

BOSTON POLICE PATROLMEN'S ASSOCIATION: 

■* 1000 full names and cleartext user-supplied passwords. 

ALABAMA POLICE TARGETS: 

- 1000 names, ranks, addresses, phone numbers, and social security numbers for police 
officers in Birmingham / Jefferson County area, as well as names and passwords associated 
with SheriffOfBaldwin.com website 

MATRIX GROUP: 

- Full contact database including names, addresses, passwords for hundreds of employees 
and clients, and internal development notes for intranet and clients' portals 

DHS ROLE: 

US-CERT contacted the Matrix Group for additional information and offered assistance. 
Matrix advised the US-CERT that they are working with Law Enforcement (LE) . US-CERT is 
working with MS-ISAC. 

INTERAGENCY / PRIVATE SECTOR ROLE: 

MS-ISAC is investigating the attack on the police websites. The State of Alabama raised 

1 



Cyber alert level to elevated yellow due to significant havtivist activity. Matrix Group 
and the International Association of Chiefs of Police (IACP) is working with the USSS, 

PRESS ACTIVITY: 

Minimal, Only two articles found as of 2200 EDI on October 21, 2011, 

SOURCE: 

http: //pastebin. com/XvgYShe2 

http; / /www. thetechherald .com/article* php/201142/7764/Ant iSec-targeting-1 
aw-enforcement-in-support-of-Occupy^Wal 1 -Street 

http: //gawlcer - com/585229~7/anonymous-hacks-police-websites-and-data-to-su 
pport-occupy- wall-street 

REQUIREMENT; DCIR 14; A cyber or non-cyber event that affects a critical infrastructure 
asset (s) or facility or newsworthy reports that do not meet a PIR threshold (e,g*, 
unconfirmed zero-day, political upheaval/unrest) * Cyber impact is not immediate, but the 
event could pose a cyber impact and/or threat. 

Warning; This document is UMCLAS5IFIEP//F0R OFFICIAL USE ONLY (U//FQUO) - It contains 
information that may be exempt from public release under the Freedom of Information Act (5 
U.S*C. 552). It is to be controlled, stored, handled, transmitted, distributed, and 
disposed of in accordance with the Department of Homeland Security (DKS) policy relating 
to FOUO information and is not to be released to the public or other personnel who do not 
have a valid "need-to- Jtnow M without prior approval of an authorized DMS official* 

Regards, 
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Senior Watch Officer 

US-CERT Security Operations Center 
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Ortman, Chris 

From: Davis, Robert M 

Sent: Tuesday, October 1 8, 201 1 1 :23 PM 

To: Ortman, Chris 

Subject: Re: WSJ on Occupy Wall Street and FPS security posture 

Trying I 

From: Ortman, Chris 

Sent: Tuesday, October 18, 2011 01:16 PM 

To: Davis, Robert M; 



(b) (6) 



Cc: Colburn, Brent; Chandler, Matthew 

Subject: Re: WSJ on Occupy Wall Street and FPS security posture 

Thanks, Bob, Best FPS answer ever, ;) 

From: Davis, Robert M 

Sent: Tuesday, Oc tober 18, 2011 12 :55 PM 

To: Ortman, Chris; ^H©I©^^| 

Cc: Colburn, Brent; Chandler, Matthew 

Subject: RE: WSJ on Occupy Wall Street and FPS security posture 



No k there has not been a change in posture in our readiness or response. We are treating all of these protests 
nationwide as peaceful demonstrations 

Very Respectfully, 

Rob Winchester 
Director of Public Affairs 

Federal Protective Service 
800 North Capitol Street NW, Suite 500 

!36 




From: Ortman, Chris 

Sent; Tuesday, October 18, 2011 12:12 PM 

To: Davis, Robert M; 



(b) (6) 



Cc: Colburn, Brent; Chandler, Matthew 

Subject: WSJ on Occupy Wall Street and FPS security posture 

Scott /Bob, 

WSJ is asking if there has been any change in security or posture at the Federal Reserve in DC since the 
Occupy Wall Street protests, and for that matter, the Federal Reserve building in NYC, Anectdotally, he 
says he knows that the car barriers have been raised up (the kind that come up out of the street on 
hydraulics), but given the Federal Reserves proximity to the State Department it could be unrelated to 
theOWS protests. 
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Can you guys please check in with FPS? 

Thanks, 

Chris Ortman 

Office of Public Affairs, U.S. Deoartment of Homeland Security 



(b) (6) 



1 2/5/20 1 1 
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Ortman, Chris 



From; Schaffer, Gregory 

Sent; Thursday, September 29, 201 1 8; 36 AM 

To: Oilman, Chris; Edwards, Marty 

Cc; 

Subject: Re: Anonymous and Wall Street protests 



(b) (6) 



(b) (6) 



Roger 

From: Ortman, Chris 

Sent: Thursday, September 29, 2011 08:25 AM 

To: Schaffer, Gregory; Edwards, Marty 

Subject: RE: Anonymous and Wall Street protests 



Here it is. That answer works ~ 



(b)( ) 



THanks, 
Chris 



From: Schaffer, Gregory 

Sent: Thursday, September 29, 2011 8:21 AM 

To: Ortman, Chris; Edwards, Marty 

Subject: Re: Anonymous and Wall Street protests 



[ have not fielded that question, 




(b)( ) 




Can someone send me the NCCIC bulletin. I have read but will refresh. 



From: Ortman, Chris 

Sent: Thursday, September 29, 2011 08:07 AM 

To: Edwards, Marty; Sch affer, Gregory 

Subject: Anonymous and Wall Street protests 



Given the media coverage and the fact we put an NCCIC bulletin out on 
get questions about the Occupy Wall Street protests. 




, there's a chance we may 



I'm thinking we just make clear that using social media organize protests is well within constitutional 
rights; when it becomes our business if if social media is used by hacktivist groups to plan cyber 
attacks. Greg, in particular, is this a question you have fielded before? 
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Thanks, 
Chris Ortman 

Office of Public Affairs, U.S. Department of Homeland Security 



(b) (6) 
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Ortman, Chris 



From: Davis, Robert Wl 

Sent: Tuesday, October 18 t 201 1 12:22 PM 

To* Ortman, Chris; 

Cc: Colburn, Brent; Chandler, Matthew 

Subject: RE; WSJ on Occupy Wall Street and FPS security posture 



(b) (6) 



Checking, 

From: Ortman, Chris 

Sent: Tuesday, Octo ber 18, 2011 12:1 2 PM 

To: Davis, Robert M; ^HO©^H 

Cc Colburn, Brent; Chandler, Matthew 

Subject: WSJ on Occupy Wall Street and FPS security posture 



Scott/Bob, 

WSJ is asking if there has been any change in security or posture at the Federal Reserve in DC since the 
Occupy Wall Street protests, and for that matter, the Federal Reserve building in NYC. Anectdotally, he 
says he knows that the car barriers have been raised up (the kind that come up out of the street on 
hydraulics), but given the Federal Reserves proximity to the State Department, it could be unrelated to 
the OWS protests. 

Can you guys please check in with FPS? 

Thanks, 

Chris Ortman 

Office of Public Affairs, U.S. Department of Homeland Security 



(b) (6) 
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Ortman, Chris 



From: OXane, Megan 

Sent: Monday, November 21 , 201 1 6:02 PM 

To: Oilman, Chris 

Subject: Fw: Talkers re: Fusion Centers and Occupy Wall Street? 



Hey Chris. 

David is speaking at 8:30 tomorrow a.m. Would be great to see the TPs before then. 

Thanks, 



Megan 

Sent from my BlackBerry wireless communicator 



From: O'Kane, Megan 

Sent: Monday, Nov ember 21, 2011 01:24 PM 

To: Ortman, Chris J ^^^^H3I©^I^H 

Subject: Talkers re: Fusion Centers and Occupy Wall Street? 

Hi Chris, 



Our Director of CRCL Programs, David Gersten, is conducting one of our civil rights, civil liberties and privacy 
trainings for staff at the Fusion Center in Richmond tomorrow. We'd like to know if OPA has developed any 
talking points on Fusion Centers and Occupy Wall Street. Would be good to have these on hand in case any 
questions come up. 

Thanks for letting me know, 



Megan 

Megan O'Kane 

Office for Civil Rights and Civil Liberties 

U.S. Department of Homeland Security 




please note my new email address: 



(b) (6) 
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Ortman, Chris 



(b) (6) 



From: Winchester, Robert L 

Sent: Thursday, November 03, 201 1 9:14 AM 

To: Ortman, Chris 

Subject: Re: FPS mentioned: WHITE HOUSE REGULAR NEWS BRIEFING NOVEMBER 1, 2011 



Roger that, I am on leave and it never stops, 



(b) (6) 



From: Ortman, Chris [mailto| 

Sent: Thursday, November 03, 2011 08:11 AM 

To: Winchester, Robert L 

Subject; RE: FPS mentioned: WHITE HOUSE REGULAR NEWS BRIEFING NOVEMBER 1, 2011 

Never a problem. For better or worse, it's the nature of the job to be on call 24/7, I have my blackberry 
with me all the time, and last night there were a couple other minor fires going on, so I was working 
already. 



(b) (6) 



From: Winchester, Robert L [mailt< 

Sent: Thursday, November 03, 2011 9:05 AM 

To: Ortman, Chris 

Subject: Re: FPS mentioned: WHITE HOUSE REGULAR NEWS BRIEFING NOVEMBER 1, 2011 

Thanks for the direction last night as well. Hated to bother you that late. 



(b) (6) 



From: Ortman, Chris [mailto| 

Sent; Thursday, November 03, 2011 07:58 AM 

To: Winchester, Robert L; Davis, Robert M 

Cc:^B©I©lHI 

Subject: RE: FPS mentioned: WHITE HOUSE REGULAR NEWS BRIEFING NOVEMBER 1, 2011 



Thanks, appreciate it. 



(b) (6) 



From: Winchester, Robert L [mailto| 

Sent: Thursday, November 03, 2011 8:53 AM 

To: Ortman, Chris; Davis, Robert M 

Cc: McConnell, Scott 

Subject: Re: FPS mentioned: WHITE HOUSE REGULAR NEWS BRIEFING NOVEMBER 1, 2011 

I thought so but wanted to make y'all aware Thanks! 



(b) (6) 



From: Ortman, Chris [mailtoj 

Sent: Thursday, November 03, 2011 07:47 AM 

To: Davis, Robert M; Winchester, Robert L 

Subject: RE: FPS mentioned: WHITE HOUSE REGULAR NEWS BRIEFING NOVEMBER 1, 2011 



Yep, we prepped him* 
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From: Davis, Robert M 

Sent: Thursday, November 03, 2011 8:43 AM 

To: Winchester, Robe rt L 

Cc: ^|0I©^^1 Ortman, Chris 

Subject; RE: FPS mentioned; WHITE HOUSE REGULAR NEWS BRIEFING NOVEMBER 1, 2011 



Thanks Rob, 

Good answer by Carney 



(b) (6) 



From; Winchester, Robert L [mailto| 

Sent: Thursday, November 03, 2011 8:20 AM 

To: Davis, Robert M 

Subject: Fw: FPS mentioned: WHITE HOUSE REGULAR NEWS BRIEFING NOVEMBER 1, 2011 



FYl 



(b) (6) 



From: Cline, Richard K [mail to: 

Sent: Wednesday, November 02, 2011 04:42 PM 

To: Patterson, Leonard E 

Cc: Bryan, Michelle C (FPS COS 1 

Winchester, Robert L 

Subject: FPS mentioned: WHTTE HOUSE REGULAR NEWS BRIEFING NOVEMBER 1, 2011 



(b) (6) 



(b) (6) 



; Lovato, David L 



(b) (6) 



WHITE HOUSE PRESS SECRETARY JAY CARNEY HOLDS WHITE HOUSE REGULAR NEWS BRIEFING 
WHITE HOUSE REGULAR NEWS BRIEFING 
NOVEMBER 1, 2011 

SPEAKER; WHITE HOUSE PRESS SECRETARY JAY CARNEY 

[*] CARNEY: Good afternoon, ladies and gentlemen. Welcome to the White 
House. Thanks for being here for your daily briefing. I don't have any 
announcements to make at the top, so I'll go straight to your questions, 

QUESTION: Thank you. I'd like to talk about the Occupy movements. In Portland 
last night federal security officers joined with Portland police in clearing out 
and arresting campers who were staying overnight in a federal plaza. 

What is the federal policy on dealing with these protesters? 

CARNEY: Well, this is, I think, a unique circumstance, the first of its 
kind, I would — I would refer to DHS in this case t because it was -- involved, I 
think, the Federal Protective Service, as well as local Portland authorities. 

You know, our broad posture here is that we understand the frustrations that 
have been expressed by many Americans in different cities across the country about, 
broadly speaking, the economy, and also about the need for Wall Street to, you 
know, work by the same rules that Main Street works by. 

It r s also the case, as I said in answer to questions about situations in 
other cities, that it — you know, everyone needs to behave, handle themselves in a 
lawful way. And -- but I don't have anything specific about that particular 
incident . 
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QUESTION: i jllsl didn't know it that was usual for them to be involved. 

CARNEY: Well, I think the case -- the issue here was that it was federal 
property. So it, just as, you know, something happens in one of the federal parks 
here might involve the National Park Service or something like that. So I think 
that was the — the reason in this case* 



Kris Cline 

Deputy Director for Operations 

Federal Protective Service 
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Ortman, Chris 



From: 



(b) (6) 



Sent: Thursday, October 06, 201 1 4:09 PM 
To: Ortman, Chris 

Cc: Davis, Robert 

Subject: FPS 



Chris, 

Heads up - an organization is planning to protest at the State Department's conference tomorrow at the Ronald 
Reagan Building on the Keystone pipeline to Canada — httpi//www, wearepowershift.org/blogs/climate- 
movement-stands-occupywallst-tonight well-occupystatedept - they're trying to model the Occupy Wall Street 
group. 

It looks like some are going to spend the night at the RRB. They have a permit to stay at Freedom Plaza across 
the street, but people are not allowed to sleep in the RRB or on the sidewalk out front (though the building is 
open 24 hours, and so they can go inside if they go through security and can stay as long as they remain 
peaceful). If people attempt to set up camp to sleep in the building, FPS will ask them to leave and if they 
refuse, they will be arrested (by either FPS or DC Police Department, whoever responds first). 

Below is a draft statement to have at the ready, if that happens, 




Let me know if this works, and if you have any questions- 
Thanks, 



Scott 
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Ortman, Chris 



From; 

Sent: 

To: 

Subject: 



Davis, Robert M 

Wednesday, October 05, 2011 5:44 PM 

Ortman, Chris 

FW; *UPDATE*-Demonstrauon-Peaceful/Planned-Spot Report-Region 2-11P083304 



FYI * ■ . the NYC protest is still growing . . . 



(b) (6) 



Original Message- 

From: Winchester, Robert L [mailto 

Sent: Wednesday, Oct ober 05, 20 1 1 5:2 7 PM 

To: Davis, Robert M; ^H3I©^I ^^H 

Subject; FW; *UPDATE*-Demonstrati -Peaceful/Planned-Spot Report-Region 2-11P083304 



Crowd has swelled to 10,000 still peaceful 

Very Respectfully, 

Rob Winchester 

Director of Public Affairs 

Federal Protective Service 

800 North Capitol Street WW, Suite 500 

Washington, DC 20536 




Original Message- 

From: Philadelphia MegaCenter 

Sent: Wednesday, October 05, 2011 5:23 PM 

Subject: *UPDATE*-Demanst rat ion-Peaceful/ Planned-Spot Report-Region 2-11P0833Q4 

Spot Report 1 IPOS 3304 
Philadelphia MegaCenter 
Event ID 11083304 
Operator 98 



(b) (6) 



» + + UPD ATE w * 10/05/201 1 @ 17:09 

2P236 [||3Ih^^^^^^^H reported at 17:05 hours that NYPD estimates the crowd has swelled to 

approximately 10,000 people and the numbers may go higher. The protest remains peaceful. 

■* + + 



1 . Crime/ Incident: 

Demon st rat ion- Peaceful /Planned 

2 . S \ fiiarv :^^^ 

2VI2 [QKsil reported to the Philadelphia MegaCenter at approximately 15:45 hours that 
a group protestors has assembled at this location. The Occupy Wall Street group is 
currently on the Lafayette St side at Foley Square peacefully protesting union solidarity 

issues and it con si5t~<; of flnnrnxiTri^t'p.lv 50 0—1000 npnnlp. Tn ^ddifion tn qfr^pif fln^nrp.g 

are also 



(b) (6) 



(b) (6) 
(b) (6) 



present - 

3, Date/Time of Incident: 
10/05/2011 % 15:44 

4. City/State: 
NEW YORK-MANHATTAN, MY 
5 P o i n t _^^£xi^^^jz^^^ 

Officer, [lUllSc^^^l^l 

Not yet generated 

7. Incident Activity Code: 
1420 

8. Building Name: 



(b) (6) 



(C) 6. Case Control Number: 



i 






b (6) 



9 . Address : 

2 6 FEDERAL PLAZA 

1±\ Jngi^fl^^er Assigned: 



(b) (6) 



11 . Prepared By: 
Operator 147 



(b) (6) 



Operator 155 



(b) (6) 



12. MegaCenter Notification 
10/05/2011 @ 14:59 Eastern 
13* Authorised By; 
SOP 

14. Transmitted: 
10/05/2011 § 16:08 Eastern 

15. Spot Report #: 
11P083304 

Philadelphia MegaCenter 
1-877-4FPS-411 
Supervisor Direc 



(b) (6) 



(b) (6) 



PROPERTY OF THE UNITED STATES GOVERNMENT FOR OFFICIAL USE ONLY (F QUQ) P rotect it from 
unauthorised disclosure in compliance with applicable orders, statutes f and regulations* 

This message (including any attachments) may contain confidential and/or law enforcement 
sensitive (LES) information intended for a specific individual and purpose, and should be 
considered For Official Use Only (FOUQ) DH S 11042.1 (03/05} 
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Ortman, Chris 



From: 


Chandler, Matthew 


Sent: 


Friday, September 16, 2011 12:44 PIVI 


To: 


Ortman, Chris 


Subject: 


Fw: NY1 News Inquiry 


Importance: 


High 



Follow Up Flag: Follow up 
Flag Status: Completed 



(b) (6) 



From: Kim, Jennifer [mail to 

Sent: Friday, Septemb er 16. 2011 12:43 FM 

To: 'Matthew. ChandlerflS" 

Cc: Smith, Rachel 

Jessica 

Subject: NY1 News Inquiry 




(b) (6) 



(b) (6) 



Salazar, Joselina 



(b) (6) 



I; Steiner, 



Hi Matthew, 

Hope you are doing well— wondering how the Dept. of Homeland Security is responding to "Occupy Wall Street" 

that is supposed to start tomorrow and last for two months. 

Also, hearing about the possible cyber attacks that DHS has been warning about. Is there some type of comment 

that DHS can give us? 






Thank you. 



w 



Jeniri Kim 

News Researcher 

NY1 News/NYl Noti cias 

desk@nylnews.cpm 



(b) (6) 



I his fc niRti .^nd any r\fri% atlacl mfctttfi may conJW Timo Warner CanJe prcpMefraiv information, which !s pnWggod, canJidculi al, orsubjttfj to copyright 
Irefonijiny (o finm? V r Cable. ITite L mail la intended *oMy tof (he use of (he individual or antity ta wttirii il is addressed. If yvn h rwi Utt 

'^d Fedplenl of this E man. you w* h^ny noised that any dtesBrtitaafiofl. dlatfifcurtiori, copyli^ Qr acWon taken m reunion to tit t GQiitents of and 

dlUChmenTs to this E-TOflJI >s Stnctly PTOWbllfcCl a*id TOY be UOl^WfUl M h - j i Rii tins L- mail in enop; ptea&e nolity Hi'. 1 sender smMi^drsteiv 

fwrmanpnMy detete the original gild any ropy of tins, E -<naH and any printout 
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Ortman, Chris 



(b) (6) 



From: Vazquez, Joe L 

Sent: Monday, September 12, 2011 1:08 PM 

To: mediainquiry@dhs,gov 

Subject: from KPIX-TV, San Francisco 

Follow Up Flag: Follow up 

Flag Status: Completed 

Hi, friends - 

could you please confirm that the DHS "bulletins" in this Associated Press story (below) are authentic? Here's a 
link to one of the purported bulletins; 

http;//publicintelligence.net/dhs-bulletin-anQnymouslulzsec-has-continued-success-usmg-rud>mentary -hacking- 
methods/ 

And here's a story purporting to quote a DHS spokesperson authenticating them to another reporter: 
http; //w ww, infor mation week comynews/qovernmentysecurity/23 1300 175 



Please write back at [01Q] | or call me aflfl 

Thanks, 



Joe Vazquez 

Roportor 

CBS5/KPIX-TV 




(b) (6) ^mm 




(b) (6) ufln^H 




Friend me on Facebook 
Follow me on Twitter 





Hacker group Anonymous draws increased scrutiny from feds 

By: PAUL ELIAS | 09/11/11 2:12 PM 
Associated Press 

Anonymous is not so anonymous anymore 

The computer hackers, chat room denizens and young people who comprise the loosely affiliated Internet 

collective have increasingly turned to questionable tactics, drawing the attention of the FBI, the Department of 

Homeiand Security and other federal investigators. 

What was once a small group of pranksters has become a potential national security threat, federal officials say. 

The FBI has carried out more than 75 raids and arrested 16 people this year in connection with illegal hacking 

jobs claimed by Anonymous. 



ice June, the Department of Homeland Security has issued three "bulletins" warning cyber-security 
professionals of hacking successes and future threats by Anonymous and related groups, including a call 
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to physically occupy Manhattan's Wall Street on Sept 17 in protest of various U.S. government policies. 

San Francisco police arrested more than 40 protesters last month during a rowdy demonstration organized by 

Anonymous that disrupted the evening commute. The group caJfed for the demonstration after the Bay Area 

Rapid Transit system shut off it cell service in San Francisco stations to quell a planned protest over police 

shooting on a subway platform. 

"Anonymous 1 activities increased throughout 201 1 with a number of high-profile attacks targeting both public and 

private sector entities," one of the bulletins issued last month said. 

Some members of the group have also called for shutting down Facebook in November over privacy issues, 

although other Anonymous followers are disavowing such an attack - underscoring just how loosely organized the 

group is and how problematic it is to police. 

'Anonymous insist they have no centralized operational leadership, which has been a significant hurdle for 

government and law enforcement entities attempting to curb their actions," an Aug. 1 Homeland Security bulletin 

noted. "With that being said, we assess with high confidence that Anonymous and associated groups will continue 

to exploit vulnerable publicly available Web servers, websites, computer networks, and other digital information 

mediums for the foreseeable future,' 1 

Followers posting to Twitter and chatting in Internet Relay Channels insist there are no defined leaders of 

Anonymous and that it's more of a philosophy than a formal club, though a small group of members do the most 

organizing online. 

"Anonymous is not a group, it does not have leaders, people can do ANYTHING under the flag of their country," 

wrote one of the more vocal members who asked not to be identified. 

"Anything can be a threat to National Security, really/' the member said In an email interview, "Any hacker group 

can be ." 

The member said that the group as a whole wasn't a national security threat, but conceded some individuals 

acting as Anonynous may be considered dangerous. 

DHS' latest bulletin, issued Sept 3. warned the group has been using social media networks to urge followers 

working in the financial industry to sabotage their employers' computer systems. 

The DHS warning comes on the heels of several Anonymous-led protests of the Bay Area's transit agency that 

led to FBI raids of 35 homes and dozens of arrests, as well as to the indictment of 14 followers in July on felony 

computer hacking charges in connection with a coordinated "denial of service attack" against Paypal's website 

last year 

Security officials said the "DDoS" attacks occur when a website is overwhelmed by malicious messages carried 

out by thousands of followers, usually with easily downloadable software. 

"Anonymous has shown through recently reported incidents that it has members who have relatively more 

advanced technical capabilities who can also marshal large numbers of willing, but less technical, participants for 

DDoS activities/' the August DHS bulletin said. 

Anonymous orchestrated the crashing of Paypal fate last year after the online financial service suspended 

Wikileaks' account after the website published confidential diplomatic cables and other sensitive U.S. government 

intelligence. The group also targeted Visa, Mastercard and others for the same reason and has carried out 

several other hacks during the year, Last month, for example, the group claimed responsibility for hacking a 

website belonging to the Bay Area Rapid Transit agency and releasing personal information of 2,000 passengers. 

"Anonymous is incredibly active/' said Josh Shaul, chief technology officer of Application Security, Inc., a New 

York-based provider of database security software. Its rare to have a hacking group willing to work outside of the 

shadows. These guys are quite brazen," 

Anonymous emerged in 2003 from an Internet chat channel where members organized random Web incidents for 

their own amusement. By 2008, the prankster nature of Anonymous morphed into "hacktivism/* where members 

sabotaged websites and leaked confidential information for political purposes 

Investigators suspect a splinter Anonymous group known as LulzSec was responsible for a June 15 denial of 

service attack on the CIA's public website. 

This summer, Anonymous claimed credit for hacking into a Booz Allen Hamilton website and leaking email 

addresses of 90,000 US, military personnel and hacking a Monsanto Co. website and releasing personal data of 

2,500 employees. 

Until July, law enforcement officials around the world had arrested just a handful of suspected hackers thought to 

be affiliated with Anonymous. But on July 19, the FBI fanned out across the United States and raided more than 

35 homes, seizing dozens of computers and arrested 16 on charges that they participated in the Paypal attack. 

In response, Anonymous said it hacked a website on Sept, 1 belonging to police chiefs in Texas The group 

posted personal information such as emails about internal investigations before the site was shut down, 

FBI investigators in court filings said that the raids and arrests were made from a list of 1,000 computer users that 

Paypal cyber-secuhty workers identified as the most active attackers The fourteen appearing in San Jose federal 

court have pleaded not guilty and were released on bail after promising not to access Twitter, Facebook and other 

social media sites.The DHS defines script kiddies as: "Unskilled individuals who use scripts or programs 
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developed by others to attack computer systems and networks and deface w 

Most of the defendants were younger than 3D Security experts and the Department of Homeland Security say 
most of Anonymous followers are so-called "script kiddies," young people who carry out the attacks and who are 
"less skilled hackers" than the vocal group members who call for the protests and attacks. 



12/5/2011 



Ortmari, Chris 



From; 
Sent: 
To: 
Subject: 



LAURA MARCINEK, BLOOMBERG/ NEWSROOM: 
Thursday, September 15 f 2011 1:25 PM 
Ortman, Chris J 
Re: Anonymous bulletin 



(b) (6) 



Ok, thanks so much 

Original Mess age — 

From: Chris Ortman BDMQ1 | 

To; LAURA MARCINEK (BLOOMBERG/ NEWSROOM;) 
At: 9/15 13:24 :05 



Yes. Confirmed authenticity is preferred , 



Original Message - 

From: LAURA MARCINEK,' 3LOOMBERG/ NEWSROOM: [mail to :| 
Sent: Thursday, Sept ember 15, 2011 01:19 PM 
To; Ortman, Chris J KDMQ1 | 
Subject: Re: Anonymous bul 

Hi Chris, 



(b) (6) 



Working on a story about this occupywailstreet movement. Just as a heads up, when we used 
"obtained by, IT we need to have a line in the story saying that - someone confirmed the 
contents of the memo. Can I put this line in the story? 

"Chris Ortman, a spokesman for the Department of Homeland Security, confirmed the contents 
of the bulletin. " 

Thanks again. 

Best , 

Laura Marcinek 



Original Mess age 

From: Chris Ortman '-^^^^^Hiffisl^^^^^B 

To: LAURA MARCINEK (BLOOMBERG/ NEWSROOM:) 
At: 9/14 18:31:55 



As discussed, I'm providing the bulletin under 'as obtained 1 conditions. 
You can use the below explanation on background from a DHS official. 

Thanks for your patience- - Chris 
ON BACKGROUND (DHS official) 

DHS T National Cybersecuri ty and Communications Integration Center 

(NCCTC) routinely shares actionable eybersecunt y information with federal, state, local 
and private sector partners. This September 2 bulletin is an example of that collaboration 
and open communication* 



This NCCIC bulletin is derived from unclassified, open-source information, and is intended 
to provide a more comprehensive understanding of recent cyber activity. It is also 
intended to give perspective on this activity to those in our critical infrastructure 
community, and provide recommendations en how tc protect against and, if needed, respond 
to incidents. 



Chris Ortman 



Office of Public Affairs, U.S. Department of Homeland Security 



(b) (6) 
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Ortman, Chris 



From: O'Kane, Megan 

Sent: Monday, November 21 , 201 1 6:24 PM 

To: Ortman, Chris 

Subject: Re: Talkers re: Fusion Centers and Occupy Wall Street^ 

Got it. Thanks, Chris, 

Megan 

Sent from my BlackBerry wireless communicator 

From: Ortman, Chris 

Sent: Monday, November 21, 2011 06:11 PM 

To; O'Kane, Megan 

Subject: RE: Talkers re: Fusion Centers and Occupy Wall Street? 




"Any decisions on how to handle specifics situations are dealt with by local authorities tn that location, If a 
protest area is located on Federal property and has been deemed unsanitary or unsafe by the General Services 
Administration (GSA) or city officials, and they make a decision to evacuate participants, the Federal Protective 
Service (FPS) will work with those officials to develop a plan to ensure the security and safety of everyone 
involved, 11 

ON BACKGROUND 

• DHS is not actively coordinating with local law enforcement agencies and/or city governments 
concerning the evictions of Occupy encampments writ large. 

• FPS only has jurisdiction when a protest takes place on federal property, and in some cases, shares that 
jurisdiction with local authorities. 

• The GSA is the permitting authority for protests on federal property* 

• FPS has only been involved in one instance in removing protestors, in Portland, OR. FPS was assisting 
the Portland Police Bureau at the federally-owned Terry Schrunk Plaza where FPS arrested several people 



Chris Ortman 

Office of Public Affairs. U.S. Deoartment of Homeland Securitv 



(b) (6) 



From; O'Kane, Megan 

Sent: Monday, November 21, 2011 6:02 PM 



12/5/2011 
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To: Ortman, Chris 

Subject: Fw: Talkers re: Fusion Centers and Occupy Wall Street? 

Hey Chris- 
David is speaking at 8:30 tomorrow a.m, Would be great to see the TPs before then. 



Thanks, 

Megan 

Sent from my SlackBerry wireless communicator 



From: O r Kane, Megan 

Sent: Monday, Nov ember 21, 2011 01:24 PM 

To: Ortman, Chris J ^^^^H3I@^^^^H 

Subject: Talkers re: Fusion Centers and Occupy Wall Street? 

Hi Chris, 



Our Director of CRCL Programs, David Gersten, is conducting one of our civil rights, civil liberties and privacy 
trainings for staff at the Fusion Center in Richmond tomorrow. We'd tike to know if OPA has developed any 
talking points on Fusion Centers and Occupy Wall Street. Would be good to have these on hand in case any 
ions come up. 



Thanks for letting me know. 



Megan 



Megan O'Kane 

Office for Civil Rights and Civil Liberties 

U.S. Department of Homeland Security 




Please note my new email address: 



(b) (6) 
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Ortman, Chris 



From; Chandler, Matthew 

Sent: Thursday, November 17, 201 1 7:31 AM 

To: Davis, Robert M 

Cc: Ortman, Chris 

Subject: Re: CBS NEWS MEDIA REQUEST 

None that we eld find. 



From: Davis, Robert M 

Sent: Thursday, November 17, 2011 07:29 AM 

To: Chandler, Matthew 

Cc: Ortman, Chris 

Subject: RE: CBS NEWS MEDIA REQUEST 

Did you ever find out if somebody from DH5 was on the conference of mayor's call discussing "occupy?" 



From: Colburn, Brent 

Sent: Wednesday, November 16, 2011 6:42 PM 

To: Chandler, Matthew; S pauldtng, Suzanne ; Ortman, Chris; C line, Richard K; Davis, Robert M 

Cc: Winchester, Robert L;^P^^|m|^^^ Lluberes, Andrew; Media Inquiry; Boogaard, Peter 

Subject: Re: CBS NEWS MEDIA REQUEST 

Triple checking on this-there hasn't been any connection except for Portland? 



From: Chandler, Matthew 

Sent: Wednesday, November 16 f 2011 03:57 PM 

To: Spaulding, Suzanne; Ortman, Chris; Cline, Richard K; Davi s, Robert M 

Cc: Winchester, Robert L; ^^H3I©^^I ^^H3I©^^I Lluberes, Andrew; Media Inquiry; Colburn, Brent; 

Boogaard, Peter 

Subject: RE: CBS NEWS MEDIA REQUEST 

"We are treating all of these protests nationwide as peaceful demonstrations. If a protest area Is located on 
Federal property and has been deemed unsanitary or unsafe by the General Services Administration (GSA) or 
city officials, and they make a decision to evacuate participants, the Federal Protective Service will work with 
those officials to develop a plan to ensure the security and safety of everyone involved." 

ON BACKGROUND 

FPS only has jurisdiction when a protest takes place on federal property, and in some cases, shares that 
jurisdiction with local authorities. 

The GSA is the permitting authority for protests on federal property. 

DHS is not actively coordinating with local law enforcement agencies and/or city governments concerning 
the evictions of Occupy encampments writ large. 
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From; Spaulding, Suzanne 

Sent: Wednesday, November 16, 2011 3:47 PM 

To: Ortman, Chris; Cline, Richard K; Davis, Robert M; Chandle r, Matthew 

Cc: Winchester, Robert L; ^^H3I©^^I ^^H3I©^^I Lluberes, Andrew; Media Inquiry; Colburn, Brent; 

Boogaard, Peter 

Subject: RE: CBS NEWS MEDIA REQUEST 



Good point, Chris. Let's say " r .,the Federal Protective Service will work with those officials to develop a pfan to 
ensure the security and safety of everyone involved." 



(b)( ) 




From: Ortman, Chris 

Sent: Wednesday, November 16, 2011 3:35 PM 

To: Cline, Richard K; Spau tdtng, Suzanne; Davis, Robert M; Ch andler, Matthew 

Cc: Winchester, Robert L; ^H©I©^HI flHSES^H L'uberes, Andrew; Media Inquiry; Colburn, Brent; 

Boogaard, Peter 

Subject: Re: CBS NEWS MEDIA REQUEST 




"If a protest area is tocated on Federal property and has been deemed unsanitary or unsafe by the General 
Services Administration (GSA) or city officials, and they make a decision to evacuate participants, the Federal 
Protective Service works with those officials to develop a plan to ensure the security and safety of everyone 
involved." 

ON BACKGROUND 

FPS only has jurisdiction when a protest takes place on federal property, and in some cases, shares that 

jurisdiction with local authorities. 

The G5A is the permitting authority for protests on federal property. 



(b) (6) 



From: Cline, Richard K [mail to; 

Sent; Wednesday, November 16, 2011 03:24 PM 

To: Spaulding, Suzanne; Davis, Robert M; C handler, Ma 

Cc: Winchester, Robert L; ^^HSIS^I 

Colburn, Brent; Boogaard, Peter 

Subject: RE: CBS NEWS MEDIA REQUEST 



(b) (6) 



Ortman, Chris; Lluberes, Andrew; Media Inquiry; 



Yes ma'am, this is an accurate statement. 



Kris Cline 

Deputy Director for Operations 

Federal Protective Service 




From: Spaulding, Suzanne [mailfc 

Sent: Wednesday, November 16, 2011 3:17 PM 



(b) (6) 
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To: Davis, Robert M; Chandler, Matthew 

Cc: Winchester, Robert L; | | Ortman, Chris; Uuberes, Andrew; 

Medfalnquiry@dhs.gov; Colburn, Brent; Cline, Richard K; Boogaard, Peter 

Subject: Re: CBS NEWS MEDIA REQUEST 



I would alter the last sentence of the first para slightly: 

"When a protest area on Federal property is deemed unsanitary or unsafe by GSA or a city, and they make a 
decision to evacuate participants, we work with those officials to develop a plan to ensure the security and 
safety of everyone involved." 

Kris- is that accurate? 



From; Davis, Robert M 

Sent: Wednesday, November 16, 2011 03:04 PM 

To: Chandler, Matthew 

Cc: Winchester, Robert L; ^^H3I©^^B ^^E3I©^^I Ortman, Chris; Uuberes, Andrew; 'Inquiry, Media' 
<MediaInquiry@dhs,gov>; Colburn, Brent; Spaulding, Suzanne; Cline, Richard K; Boogaard, Peter 
Subject: RE: CBS NEWS MEDIA REQUEST 

Matt, 

Since these protests are lawfully protected First Amendment activities, we are treating all "Occupy" 
demonstrations as peaceful We are working with GSA and each city government to ensure that all parties 
concerned are safe and secure. When a protest area on Federal property is deemed unsanitary or unsafe by 
GSA or a city, we work with those officials to develop a plan to evacuate the participants in a safe manner. 

We have held standard coordination calls and face-to-face meetings with our partners to ensure that the proper 
resources are available for operations such as street closures, etc. The only eviction FPS has been involved with 
was assisting the Portland Police Bureau at the federally-owned Terry Schrunk Plaza where FPS arrested two 
people 

Bob 



From; Chandler, Matthew 

Sent: Wednesday, November 16, 20H 2:42 PM 

To: Davis, Robert M; Spau lding, Suzanne; Q i ne, Richard K 

Cc: Winchester, Robert L; 

Colburn, Brent 

Subject: RE: CBS NEWS MEDIA REQUEST 



(b) (6) 



(b) (6) 



Ortman, Chris; Uuberes, Andrew; Inquiry, Media'; 



And now Salon, This is getting legs. Any info would be greatly appreciated ASAP 



From: Davis, Robert M 

Sent: Wednesday, November 16, 2011 2:32 PM 

To: Spaulding, Suzanne; Clioe, Richard K 

Cc: Winchester, Robert L; ^^H3I©^^I 

Andrew; Inquiry, Media 

Subject: FW: CBS NEWS MEDIA REQUEST 



(b) (6) 



Ortman, Chris; Chandler, Matthew; Uuberes, 



AP and CSS are asking about our relationship with cities dealing with "occupy protestors" ... how would we 
describe our activities? 
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From: Chandler, Matthew 

Sent: Wednesday, November 16, 2011 2:01 PM 
I To: 'Medialnquiry@DHS,gov'; Uuberes, Andrew; Davis, Robert M 

I Cc: Cofburn, Brent 

I Subject: Re: CBS NEWS MEDIA REQUEST 

I Eileen asked about this as well, adding Andrew and Bob. Is l/A or the fusion centers holding conf calls on this 

I topic? Is FPS? 



(b) (6) 



From: Shaba n, Bigad [mailt* 

Sent: Wednesday, November 16, 2011 01:58 PM 

To: f MediaInquiry@DHS.gov' < Medialnquiry@DHS.gov> 

Subject: CBS NEWS MEDIA REQUEST 

Hi there, 

My name is Bigad Shaban and 1 am a correspondent with CBS News (national). 

We'd like to request comment from the Department of Homeland Security concerning whether it, or any other 
federal agencies, offered any kind of assistance or advice to municipalities looking to dismantle their own Anti- 
Wal1street M Occupy" protests. 

Published reports note a relationship between the federal government and cities orchestrating the removaf of 
" Occupy protestors" from makeshift camp sites. 

hltpj/Zreason . cpm/b!og/20 1 V 1 1/1 6/pbg ma-ad m inistration-allegedly-helped -co 



■ i ■ ha^i-aaal. I J ■ ■ 1 4 batata ■■■■■■phi ■ T.-iaj.-tgtJia 



Bigad Shaban \ CBS News Correspondent, Newspath \ ce//;|©I©H I newsroom: 818,855.2510 

4200 Radford Avenue 
Studio City, California 91604 



(b) (6) 



www.Twitter.com/BjgadShaban 
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Ortman, Chris 



From: Shlossman, Amy 

Sent: Wednesday. November 16, 201 1 6:49 PM 

To: Chandler, Matthew; Colburn f Brent; Sandweg T John, Grant, Daniel; Grossman, Seth; Manning, 

Meagen; Kroloff, Noah 

Cc: Boogaard, Peter; ^^^^HS^S^^^^I Ortman, Chris 

Subject RE; CBS NEWS MEDIA REQUEST 



Please hold 



+Noah 



From: Chandler, Matthew 

Sent: Wednesday, November 16, 2011 6:41 PM 

To: Colburn, Brent; S hlossman, Amy; Sandweg , John; Grant, Daniel; Grossman, Seth; Manning, Meagen 

Cc: Boogaard, Peter; ^^^^BSES^^^^I Ortman, Chris 

Subject: RE: CBS NEWS MEDIA REQUEST 

Oft, will go with this shortly 



From: Colburn, Brent 

Sent; Wednesday, November 16, 2011 4:16 PM 

To: Chandler, Matthe w; Shlossman, Amy; 5and weg f John; Grant, Daniel; Grossman, Seth; Manning, Meagen 

Cc: Boogaard, Peter; ^^^^E3I©^^^^I Ortman, Chris 

Subject: Re: CBS NEWS MEDIA REQUEST 



We need to really stress the third background bullet-make it clear how rare the federal involvement is 



(b) (6) 



From: Chandler, Matthew [mailto] 

Sent: Wednesday, November 16, 2011 04:0? PM 

To: Shlossman, Amy; Sandweg, Joh n; Grant, Daniel; Grossman , Seth; Manning, Meagen 

Cc: Booqaard, Peter; Colburn, Brent ^^^^HSES^^^^V^ * Ortman, Chris 

Subject: FW: CBS NEWS MEDIA REQUEST 



We're getting inquiries from CBS, AP, Daily Caller, Salon and others on an un-sourced EKaminer.com piece that 
says DHS and FBI are collaborating with cities by providing tactics and information on removing Occupy 
protestors. A check of f&A and FPS shows that this type of outreach is not occurring in any wholesale manner. 
Please see below clarifying DHS/FP5' role In law enforcement around protest sites: 

"We are treating all of these protests nationwide as peaceful demonstrations, if a protest area is located on 
Federal property and has been deemed unsanitary or unsafe by the General Services Administration {GSA> or 
city officials, and they make a decision to evacuate participants, the Federal Protective Service will work with 
those officials to develop a plan to ensure the security and safety of everyone involved." 

ON BACKGROUND 

FPS only has jurisdiction when a protest takes place on federal property, and in some cases, shares that 
jurisdiction with local authorities. 
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The GSA Is the permitting authority for protests on federal property. 






* DHS i5 not actively coordinating with local law enforcement agencies and/or city governments 
concerning the evictions of Occupy encampments writ large. 



FPS has only been involved in one instance in removing protestors, in Portland, OR. FPS was assisting 
the Portland Police Bureau at the federally-owned Terry Schrunk Plaza where FPS arrested several 
people. 



(b) (6) 



From: Shaban, Bigad [matlft 

Sent: Wednesday/ November 16, 2011 01:58 PM 

To: 'Medialnqu iry@DHS.gov' <MediaInquiry@DHS.gov> 

Subject: CBS NEWS MEDIA REQUEST 

Hi there, 

My name is Bigad Shaban and f am a correspondent with CBS News (national) 

We'd like to request comment from the Department of Homeland Security concerning whether it, or any other 
federal agencies, offered any kind of assistance or advice to municipalities looking to dismantle their own Anti 
WaJistreer 'Occupy" protests, 

Published reports note a relationship between the federal government and cities orchestrating the removal of 
"Occupy protestors" from makeshift camp sites. 

http://reason.com/blpg/201 1/1 1/1 6/obama-admijiJ.strati.Qn-allegedfy-helped-co 



w i F ■ - ■■ 



■ r * i ■ ■ i 



Bigad Shaban | CBS News Correspondent Newspath \ cell: 

®cbs H%m 

4200 Radford Avenue 
Studio City, California 91604 



(b) (6) 



(b) (6) 



newsroom: 818 655.2510 



wwwTv^erxom/B^adShaban 
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Ortman, Chris 



To: 
Cc: 



From: Chandler, Matthew 

Sent: Wednesday, November 16, 2011 3:57 PM 

Spaulding, Suzanne; Ortman f Chris; Cline, Richard K; Davis, Robert M 

Winchester, Robert L;^H©f©^^|^Hi3I©^^l Lluberes, Andrew; Media Inquiry; 
Colburn, Brent; Boogaard, Peter 

Subject; RE: CBS NEWS MEDIA REQUEST 



"We are treating all of these protests nationwide as peaceful demonstrations. If a protest area is located on 
Federal property and has been deemed unsanitary or unsafe by the General Services Administration (GSA) or 
city officials, and they make a decision to evacuate participants, the Federal Protective Service will work with 
those officials to develop a plan to ensure the security and safety of everyone involved." 

ON BACKGROUND 

FPS only has jurisdiction when a protest takes place on federal property, and in some cases, shares that 
jurisdiction with local authorities. 

The GSA is the permitting authority for protests on federal property. 

DHS is not actively coordinating with local !aw enforcement agencies and/or city governments concerning 
the evictions of Occupy encampments writ large. 



From: Spaulding, Suzanne 

Sent: Wednesday, November 16, 2011 3:47 PM 

To: Ortman, Chris; Cline, Richard K; Davis, Robert M; Chandler , Matthew 

Cc: Winchester, Robert L; ^^KSES^HI HHSES^^I Lluberes, Andrew; Media inquiry; Colburn, Brent; 

Boogaard, Peter 

Subject; RE: CBS NEWS MEDIA REQUEST 



Good point Chris. Let's say "...the Federal Protective Service will work with those officials to develop a plan to 
ensure the security and safety of everyone involved. 



(b)( ) 




From: Ortman, Chris 

Sent: Wednesday, November 16, 2011 3:35 PM 

To: Cline, Richard K; Spau lding, Su2anne; Davis, Robert M; Ch andler, Matthew 

Cc: Winchester, Robert L, ^^H2I©^^I ^^ESES^^I Lluberes, Andrew; Media Inquiry; Colburn, Brent; 

Boogaard, Peter 

Subject: Re: CBS NEWS MEDIA REQUEST 




"If a protest area is located on Federal property and has been deemed unsanitary or unsafe by the General 
Services Administration (GSA) or city officials, and they make a decision to evacuate participants, the Federal 
Protective Service works with those officials to develop a plan to ensure the security and safety of everyone 
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involved. 



N 



ON BACKGROUND 

FPS only has jurisdiction when a protest takes place on federal property, and in some cases, shares that 

jurisdiction with local authorities, 

The GSA is the permitting authority for protests on federal property, 



(b) (6) 



From; Cilne, Richard K [mallto: 

Sent: Wednesday, November 16, 2011 03:24 PM 

To: Spaulding, Suzanne; Davis, Robert M; Chandler, Matthew 



(b) (6) 



Cc: Winchester, Robert L; 
Colburn, Brent; Boogaard, Peter 
Subject: RE: CBS NEWS MEDIA REQUEST 

Yes ma'am, this is an accurate statement. 

Kris Clrne 

Deputy Director for Operations 

Federal Protective Service 



(b) (6) 



Ortman, Chris; Lluberes, Andrew; Media Inquiry; 




(b) (6) 



From: Spaulding, Suzanne [rnailto:: 

Sent: Wednesday, November 16, 2011 3:17 PM 

To: Davis, Robert M; Chandler, Matthew 

Cc: Winchester, Robert L; ^^H2I©I^I |^H©I©^^I Ortman, Chris; Lluberes, Andrew; 

Medialnquirycadhs.gov; Colburn, Brent; Cline, Richard K; Boogaard, Peter 

Subject: Re: CBS NEWS MEDIA REQUEST 



I would alter the last sentence of the first para slightly: 

"When a protest area on federal property is deemed unsanitary or unsafe by GSA or a city, and they make a 
decision to evacuate participants, we work with those officials to develop a plan to ensure the security and 
safety of everyone involved." 

Kris- is that accurate? 

From: Davis, Robert M 

Sent: Wednesday, November 16, 2011 03:04 PM 

To: Chandler, Matthew 

Cc: Winchester, Robert L; |H©I©^^I ^HSI©^H 0rt man, Chris; Lluberes, Andrew; 'Inquiry, Media' 
<MediaInquiry@dhs,gov>; Colburn, Brent; Spaulding, Suzanne; Cline, Richard K; Boogaard, Peter 
Subject: RE: CBS NEWS MEDIA REQUEST 



Matt, 

Since these protests are lawfully protected First Amendment activities, we are treating all lt Occupy M 
demonstrations as peaceful. We are working with GSA and each city government to ensure that ail parties 
concerned are safe and secure. When a protest area on Federal property is deemed unsanitary or unsafe by 
GSA or a city, we work with those officials to develop a plan to evacuate the participants in a safe manner, 

We have held standard coordination calls and face-to-face meetings with our partners to ensure that the proper 
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resources are available for operations such as street closures, etc, The only eviction FPS has been involved with 
was assisting the Portland Police Bureau at the federally-owned Terry Schrunk Plaza where FPS arrested two 
people 

Bob 



From: Chandler, Matthew 

Sent: Wednesday, November 16, 2011 2:42 PM 

To: Davis, Robert M; Spau lding, Suzanne; C line, Richard K 

Cc\ Winchester, Robert L;^^^3I©^^1 

Colburn, Brent 

Subject: RE; CBS NEWS MEDIA REQUEST 



(b) (6) 



Ortman, Chris; Lluberes, Andrew; Inquiry, Media 1 ; 



And now Salon This is getting legs, Any fnfo would be greatly appreciated ASAP. 



From; Davis, Robert M 

Sent: Wednesday, November 16, 2011 2:32 PM 

To: Spaulding, Suzanne; Cline, Richard K 

Cc: Winchester, Robert L; ^H©I©^H 

Andrew; Inquiry, Media 

Subject: FW: CBS NEWS MEDIA REQUEST 



(b) (6) 



Ortman, Chris; Chandler, Matthew; Lluberes, 



AP and CBS are asking about our relationship with cities dealing with ''occupy protestors" ... how would we 
describe our activities? 



From: Chandler, Matthew 

Sent: Wednesday, November 16, 2011 2:01 PM 

To: 'Medial nquiry@DHS.gov'; Lluberes, Andrew; Davis, Robert M 

Cc: Colburn, Brent 

Subject: Re: CBS NEWS MEDIA REQUEST 



ileen asked about this as well, adding Andrew and Bob. Is l/A or the fusion centers holding conf calls on this 
topic? Is FPS? 



(b) (6) 



From: Shaba rr, Bigad [mailtc 

Sent: Wednesday, November 16, 2011 01:58 PM 

To: 'MediaInqu(ry@DHS,gov' <MediaInqu[ry@DHS.gov> 

Subject; CBS NEWS MEDIA REQUEST 



Hi there, 

My name is Bigad Shaban and I am a correspondent with CBS News (national). 

We'd like to request comment from the Department of Homeland Security concerning whether it, or any other 
federal agencies, offered any kind of assistance or advice to municipalities looking to dismantle their own Anti- 
Wallstreet "Occupy " protests 

Published reports note a relationship between the federal government and cities orchestrating the removal of 
"Occupy protestors" from makeshift camp sites 

http://reason.com/bloq/2Q11/1 l/16 /obama-administration-altegeclly-heiped-co 
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Bigad Shaban | CBS News Correspondent Newspath J ceil: 



(b) (6) 



newsroom: 8 1 8. 655. 251 



4200 Radford Avenue 



(b) (6) 



www.Twitter.com/BigadShaban 
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Ortman, Chris 



From: Davis, Robert M 

Sent: Wednesday, November 16. 2011 3:41 PM 

Ortman k Chris; Cline, Richard K; Spaulding, Suzanne; Chandler, Matthew 

•A/in Chester, Robert L;^^B©I©^^H|^H©I©^^| LIuberes, Andrew; Media Inquiry; 



To: 
Cc: 



Colburn, Brent; Boogaard, Peter 
Subject: RE: CBS NEWS MEDIA REQUEST 



FPS has only been involved in one operation to remove protestors -in Portland. 

FPS only has jurisdiction on federal property but will assist local authorities upon request with things tike road 
closures, etc. DC, for instance, may require our assistance tomorrow with Key Bridge activities, etc. 



From: Ortman, Chris 

Sent; Wednesday, November 16, 2011 3:35 PM 

To: Cline, Richard K; Spau lding, Suzanne; Davis, Robert M; Ch andler, Matthew 

Cc: Winchester, Robert L; ^^H2I©^^B ^^ESES^^I LIuberes, Andrew; Media Inquiry; Colburn, Brent; 

Boogaard, Peter 

Subject: Re: CBS NEWS MEDIA REQUEST 




"If a protest area is located on Federal property and has been deemed unsanitary or unsafe by the General 
Services Administration (GSAJ or city officials, and they make a decision to evacuate participants, the Federal 
Protective Service works with those officials to develop a plan to ensure the security and safety of everyone 
involved." 

ON BACKGROUND 

FPS only has jurisdiction when a protest takes place on federal property, and rn some cases, shares that 

jurisdiction with local authorities. 

The GSA is the permitting authority for protests on federal property. 



(b) (6) 



From: Cline, Richard K [mailto| 

Sent: Wednesday, November 16, 2011 03:24 PM 

To: Spaulding, Suzanne; Davis, Robert M; Chandler, Matthew 

Cc; Winchester, Robert L; ^H129©iHI ^H©I©^H 0r t man A Chris; LIuberes, Andrew; Media Inquiry; 

Colburn, Brent; Boogaard, Peter 

Subject: RE: CBS NEWS MEDIA REQUEST 



Yes ma'am, this is an accurate statement 

Kris Cline 

Deputy Director for Operations 
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Federal Protective Service 




(b) (6) 



From: Spaulding, Suzanne [mailto:: 

Sent: Wednesday, November 16, 2011 3:17 PM 

To: Davis, Robert M; Cha ndler, Matthew 

Cc: Winchester, Robert L; ^^H3I©I^I ^^E3I@^^I Ortman, Chris; Uuberes, Andrew; 
MediaInqufry@dhs,gov; Colburn, Brent; Cline, Richard K; Boogaard, Peter 
Subject; Re: CBS NEWS MEDIA REQUEST 



I would after the last sentence of the first para slightly: 

"When a protest area on Federal property is deemed unsanitary or unsafe by GSA or a city, and they make a 
decision to evacuate participants, we work with those officials to develop a plan to ensure the security and 
safety of everyone involved." 

Kris- is that accurate? 



From: Davis, Robert M 

Sent: Wednesday, November 16, 2011 03:04 PM 

To: Chandler, Matthew 

Cc: Winchester, Robert L; ^HO©^^l ^H©I©^H Ortman, Chris; Uuberes, Andrew; 'Inquiry, Media 1 
<Medialnquiry@dhs.gov>; Colburn, Brent; Spaufding, Suzanne; Dine, Richard K; Boogaard, Peter 
Subject: RE: CBS NEWS MEDIA REQUEST 



Matt, 

Since these protests are lawfully protected First Amendment activities, we are treating all "Occupy" 
demonstrations as peaceful. We are working with GSA and each city government to ensure that all parties 
concerned are safe and secure. When a protest area on Federal property is deemed unsanitary or unsafe by 
GSA or a city, we work with those officials to develop a plan to evacuate the participants in a safe manner 

We have held standard coordination calls and face-to-face meetings with our partners to ensure that the proper 
resources are available for operations such as street closures, etc, The only eviction FPS has been involved with 
was assisting the Portland Police Bureau at the federally -owned Terry Schrunk Plaza where FPS arrested two 
people 

Bob 



From: Chandler, Matthew 

Sent: Wednesday, November 16, 2011 2:42 PM 

To: Davis, Robert M; Spaulding, Suzanne; Cline f Richard K 

Cc: Winchester, Robert L; 

Colburn, Brent 

Subject; RE: CBS NEWS MEDIA REQUEST 



(b) (6) 



(b) (6) 



Ortman, Chris; Uuberes, Andrew; 'Inquiry, Media'; 



And now Salon, This is getting legs, Any info would be greatly appreciated ASAP. 



From: Davis, Robert M 

Sent; Wednesday, November 16, 2011 2:32 PM 

To: Spaulding, Suzanne; Cline, Richard K 

Cc: Winchester, Robert L; 

Andrew; Inquiry, Media 



(b) (6) 



(b) (6) 



Ortman, Chris; Chandler, Matthew; Uuberes, 
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Subject: FW: CBS NEWS MEDIA REQUEST 

AP and CBS are asking about our relationship with cities dealing with "occupy protestors" ,., how would we 
describe our activities? 






From: Chandler, Matthew 

Sent: Wednesday, November 16, 2011 2:01 PM 

To: l MedtaInquif7@DHS.gov'; Lluberes, Andrew; Davis, Robert M 

Cc: Col burn, Brent 

Subject: Re: CBS NEWS MEDIA REQUEST 

Eileen asked about this as well, adding Andrew and Bob- fs t/A or the fusion centers holding conf calls on this 
topic? tsFPS? 



(b) (6) 



From: Shaban, Bigad [mailto| 

Sent: Wednesday, November 16, 2011 01:58 PM 

To: 'MedialnquiryPDHS.gov' <MediaInquiry@DHS.gov> 

Subject: CBS NEWS MEDIA REQUEST 

Hi there, 

My name is Bigad Shaban and I am a correspondent with CBS News (national). 

We'd like to request comment from the Department of Homeland Security concerning whether it, or any other 
federal agencies, offered any kind of assistance or advice to municipalities looking to dismantle their own Ant* 
Wallstreet "Occupy' 1 protests. 

Published reports note a relationship between the federal government and cities orchestrating the removal of 
"Occupy protestors 1 ' from makeshift camp sites. 

http;// reason.com/blQg/2Q1 1/1 1/1 6/obama-admjntstration-aJlegediy-helped-co 



»4»'*i-tf'ir»ittTh-alTitirrti-rfi'*i'»Fiirr 



Bigad Shaban \ CBS News Correspondent, Newspath | ce//:||3u©H I newsroom: 818.655.2510 

OCBSNKWS 

4200 Radford Avenue 
Studio Citv, California 91604 



(b) (6) 



www . Twi tier. com/Big adSh.aban 
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Ortman, Chris 



From 
Sent: 
To: 



(b) (6) 



Cline, Richard K 

Wednesday, November 16, 2011 3:16 PM 

Spaulding, Suzanne, Davis, Robert M; Chandler, Matthew 

Winchester, Robert L;^^H3I©^^I^^E2I©^^B Ortman, Chris, Lluberes, Andrew, Media 
Inquiry; Colburn, Brent; Boogaard, Peter; Hess, David 

Subject: RE: CBS NEWS MEDIA REQUEST 



Yes ma'am, on Tuesday, November 1, 2011 at approximately 4:30 a.m, FPS and Portland 
Police Bureau officers moved into Terry Shrunk Park in downtown Portland to evict a number 
of "Occupy Portland'' protesters who had set up tents in the federal park, Approximately 12 
tents had been set up and about 20 protesters were present. FPS personnel ordered the 
protesters to depart since overnight camping is not allowed in the park and about half of the 
people present complied and departed, 10 protesters refused to leave and were arrested 
for failure to comply with the lawful order of a Federal police officer. 

Kris Cline 
teoutv Director for Operations 




■(b) (6) 



From: Spaulding, Suzanne [mailto[ 

Sent: Wednesday, November 16, 2011 3:08 PM 

To: Davis, Robert M; Cha ndler, Matthew 

Cc: Winchester, Robert L; ^^H3I©^HI^H©I©^^I Ortman, Chris; Lluberes, Andrew; 
Medial nquiry@dhs.gov; Colburn, Brent; Cline, Richard K; Boogaard, Peter 
Subject: Re: CBS NEWS MEDIA REQUEST 



With regard to FPS arrests in Portland, weren't there some arrests the week before the eviction? 






From: Davis, Robert M 

Sent: Wednesday, November 16, 2011 03:04 PM 

To: Chandler, Matthew 

Cc: Winchester, Robert L; ^^E3I©^^I ^H©I©^^I Ortman, Chris; Lluberes, Andrew; 'Inquiry, Media 4 
<Medialnquiry@dhs.gov>; Colburn, Brent; Spaulding, Suzanne; Cline, Richard K; Boogaard, Peter 
Subject: RE: CBS NEWS MEDIA REQUEST 

Matt, 

Since these protests are lawfully protected First Amendment activities, we are treating all "Occupy" 
demonstrations as peaceful. We are working with GSA and each city government to ensure that all parties 
concerned are safe and secure. When a protest area on Federal property is deemed unsanitary or unsafe by 
GSA or a city, we work with those officials to develop a plan to evacuate the participants in a safe manner 

We have held standard coordination calls and face-to-face meetings with our partners to ensure that the proper 
resources are available for operations such as street closures, etc, The only eviction FPS has been involved with 
was assisting the Portland Police Bureau at the federally -owned Terry Schrunk Plaza where FPS arrested two 
people, 

Bob 
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From: Chandler, Matthew 

Sent: Wednesday, November 16, 2011 2:42 PM 

To: Davis, Robert M; Spa ulding, Suzanne; Q i ne, Richard K 

Cc: Winchester, Robert L; ^^H3I©^^I 

Calburn, Brent 

Subject: RE: CBS NEWS MEDIA REQUEST 



(b) (6) 



Ortman, Chris; lluberes, Andrew; 'Inquiry, Media 1 ; 



And now Salon. This is getting legs, Any info would be greatly appreciated ASAP 



From: Davis, Robert M 

Sent: Wednesday, November 16, 2011 2:32 PM 

To: Spaulding, Suzanne; Gine, Richard K 

Cc: Winchester, Robert L; ^^H3^^^H 

Andrew; Inquiry, Media 

Subject: FW; CBS NEWS MEDIA REQUEST 



(b) (6) 



Ortman, Chris; Chandler, Matthew; Lluberes, 



AP and CBS are asking about our relationship with cities dealing with "occupy protestors" ,., how would we 
describe our activities? 



From: Chandler, Matthew 

Sent: Wednesday, November 16, 2011 2:01 PM 

To: 'MedialnquiryODHS.gov 1 ; Lluberes, Andrew; Davis, Robert M 

Cc: Colburn, Brent 

Subject; Re: CBS NEWS MEDIA REQUEST 

Eileen asked about this as well, adding Andrew and Bob. Is l/A or the fusion centers holding conf calls on this 
topic? Is f PS? 



(b) (6) 



From: Shaban, Bigad [mailti 

Sent: Wednesday, November 16, 2011 01:58 PM 

To: 'MediaInquiry@DHS.gov' <MediaInquiry@DHS,gov> 

Subject: CBS NEWS MEDIA REQUEST 

Hi there, 

My name is Bigad Shaban and I am a correspondent with CBS News (national). 

We'd like to request comment from the Department of Homeland Security concerning whether it, or any other 
federal agencies, offered any kind of assistance or advice to municipalities looking to dismantle their own Anti- 
Wallstreet ''Occupy" protests. 

Published reports note a relationship between the federal government and cities orchestrating the removal of 
"Occupy protestors" from makeshift camp sites. 

http:// rea so n com/blog/20 1 171.1 /1 6/obama-admini$tration~allegedly-helped-co 



Bigad Shaban \ CBS News Correspondent Newspath \ celt; 



(b) (6) 



newsroom: 818.655.2510 



12/5/201 1 
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®< :bs new 

4200 Radford Avenue 

fitiiriin Hitv California Q1R04 



(b) (6) 



www.Twitter.com/BigadShaban 
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Ortman, Chris 



From: Chandler, Matthew 

Sent: Wednesday, November 16, 2011 2:49 PM 

To: Lluberes, Andrew; Ortman, Chris; Davis, Robert M; Jensen, Robert 

Cc: Colburn, Brent 

Subject: RE; CBS NEWS MEDIA REQUEST 

Thanks Andrew, We'll standby for FPS' weigh-in. 

From: Lluberes, Andrew 

Sent: Wednesday, November 16, 2011 2:46 PM 

To: Ortman, Chris; Chandler, Matthew; Davis, Robert M; Jensen, Robert 

Cc Colburn, Brent 

Subject: RE: CBS NEWS MEDIA REQUEST 

Importance: High 

Gents: 

As I thought, I&A scrupulously avoided any connection with the 
Occupy movement/protests/dismantlings. We cannot speak for any individual fusion 
center or other departmental component, but we issued no product to our customers and 
held no conf call with our field IOs on the subject. 

An IP contractor apparently posted an uncleared Tripwire product to 
the website, but it was pulled down. A recipient of that product then had it posted to the 
DSAC website - which VW forward separately - and DUS Scalici had it pulled down* 

Andrew L. L Inheres 

Director of Communications 

for Intelligence and Analysis 

Office of Public Affairs 

U.S. Department of Homeland Security 

Washington, D.C. 20528 



(b) (6) 



202-282-8408 (tax) 




From: Ortman, Chris 

Sent; Wednesday, November 16, 2011 2:16 PM 

To: Chandler, Matthew; 'MediaInquiry@DHS,gav'; Lluberes, Andrew; Davis, Robert M 

Cc: Colburn, Brent 

Subject; Re: CBS NEWS MEDIA REQUEST 

I only know of Portland because it was a Federal Park, Bob, we should check with Suzanne Spaulding. 



12/5/2011 






Page 2 of 2 



(b) (6) 



From: Chandler, Matthew [mailtt 

Sent: Wednesday, November 16 f 2011 02:00 PM 

To: MedJaInquir7@DHS.g0v <MediaInqiiiry@DHS.gov>; Uuberes, Andrew; Davis, Robert M 

Cc: Colburn, Brent 

Subject: Re: CBS NEWS MEDIA REQUEST 

Eileen asked about this as well, adding Andrew and Bob, Is l/A or the fusion centers holding conf calls on this 
topic? Is FPS? 



(b) (6) 



From: Shaban, Bigad [mailt* 

Sent: Wednesday, November 16, 2011 01:58 PM 

To; 'MedialnquiryODHS.gov 1 <MediaInquiry@DHS.gov> 

Subject: CBS NEWS MEDIA REQUEST 

Hi there, 

My name is Bigad Shaban and I am a correspondent With CBS News (national). 

We'd like to request comment from the Department of Homeland Security concerning whether it, or any other 
federal agencies, offered any kind of assistance or advice to municipalities looking to dismantle their own Anti- 
Wallstreet "Occupy" protests. 

Published reports note a relationship between the federal government and cities orchestrating the removal of 
"Occupy protestors" from makeshift camp sites 

http://reason.eom/blog/2Q11/1 1/16/Qbama-administration-allegedly-helped -co 
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Bigad Shaban CBS News Correspondent, Newspath | cellm 




newsroom: 818.655.2510 



$€KS\E\YvS 

4200 Radford Avenue 
Studio City. California 91604 
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www.Twitter.com/BigadShabafj 
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Ortman, Chris 



From: Davis, Robert M 

Sent: Wednesday, November 16, 201 1 2:33 PM 

To: Ortman, Chris 

Subject: RE; CBS NEWS MEDIA REQUEST 

Thought you were on leave. 
Certainly appreciate your help. 

Atcidently left Brent off the cc line of my last one so I will loop him back in on the next round, 
Hope you are having fun! 



From: Ortman, Chris 

Sent; Wednesday, November 16, 20112:16 PM 

To: Chandler, Matthew; 'MediaInquiry@DHS.gov'; Lluberes, Andrew; Davis, Robert M 

Cc: Colburn, Brent 

Subject: Re; CBS NEWS MEDIA REQUEST 

I only know of Portland because it was a Federal Park. Bob, we should check with Suzanne Spaulding. 



■(b) (6) 



From: Chandler, Matthew [mailtoj 

Sent: Wednesday, November 16, 2011 02:00 PM 

To: MediaInqutrv@DHS.gov <MediaInquiry@DHS,gov>; Lluberes, Andrew; Davis, Robert M 

Cc: Colburn, Brent 

Subject: Re: CBS NEWS MEDIA REQUEST 

Eileen asked about this as well, adding Andrew and Bob, Is l/A or the fusion centers holdmg conf calls on this 
topic? Is FPS? 



(b) (6) 



From: Shaban, Bigad [mailtc 

Sent: Wednesday, November 16, 2011 01:58 PM 

To: 'Media Inquirv@DHS.gov 1 <MedtaInquiry@DHS,gov> 

Subject: CBS NEWS MEDIA REQUEST 

Hi there, 

My name is Bigad Shaban and I am a correspondent with CBS News (national)- 

We'd like to request comment from the Department of Homeland Security concerning whether it, or any other 
federal agencies, offered any kind of assistance or advice to municipalities looking to dismantle their own Anti 
Walfstreet 'Occupy n protests. 

Published reports note a relationship between the federal government and cities orchestrating the removal of 
"Occupy protestors*' from makeshift camp sites. 

http ://reason.eom/blog/2Q11/1 1 /16/oba ma-a dmin istratiQn-allegedly-helped-co 



Bigad Shaban \ CBS News Correspondent, Newspath \ cell^fijjgj^ \ newsroom: 818 655.2510 
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Ortman, Chris 



From: 
Sent: 
To: 
Cc: 



Davis, Robert M 

Wednesday, November 16, 2011 2 32 PM 

Spaulding, Suzanne; Cline, Richard K 

Winchester, Robert L; 

Lluberes, Andrew; Inquiry, Media 

Subject: FW: CBS NEWS MEDIA REQUEST 



(b) (6) 



Ortman, Chris; Chandler, Matthew; 



AP and CBS are asking about our relationship with cities dealing with "occupy protestors" „. how would we 
describe our activities? 



From: Chandler, Matthew 

Sent: Wednesday, November 16, 2011 2;01 PM 

To: 'MediaInquifY@DHS.gov'; Lluberes, Andrew; Davis, Robert M 

Ccr Colburn, Brent 

Subject: Re: CBS NEWS MEDIA REQUEST 

Etteen asked about this as well, adding Andrew and Bob, Is l/A or the fusion centers holding conf calls on this 
topic? IsFPS? 



(b) (6) 



From: Shaba n, Bigad [mailfa 

Sent: Wednesday, November 16, 2011 01:58 PM 

To: T MediaInquiry@DHS.gov' < Medial nquiry@DHS.gov> 

Subject: CBS NEWS MEDIA REQUEST 

Hi there, 

My name is Bigad Shaban and \ am a correspondent with CBS News (national), 

We'd like to request comment from the Department of Homeland Security concerning whether it, or any other 
federal agencies, offered any kind of assistance or advice to municipalities looking to dismantle their own Anti- 
Wallstreet "Occupy" protests. 

Published reports note a relationship between the federal government and cities orchestrating the removal of 
"Occupy protestors" from makeshift camp sites. 

http://reasQ n.com/blog/2011/ 11/16/obama-administration-all egedly-h elpe d-co 
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Bigad Shaban | CBS News Correspondent, Newspath \ ceil] 

wmmw 

4200 Radford Avenue 

Studio City, California 91604 



(b) (6) 



(b) (6) 



newsroom; 818.655,2510 



www.Twit tercom/BigadShaban 
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Ortman, Chris 



From: 

Sent: 

To: 

Cc: 

Subject: 



(b) (6) 



Lluberes, Andrew 

Wednesday, November 16, 2011 2:24 PM 

Chandler, Matthew; Medialnquiry@DHS.gov; Davis, Robert M 

Col bum, Brent 

RE: CBS NEWS MEDIA REQUEST 



Importance: High 
checking 



Andrew L, L Inheres 

Director of Communications 

for Intelligence and Analysis 

Office of Public Affairs 

U.S. Department of Homeland Security 

Washington, D.C 20528 



(b) (6) 



202-282-8408 (fax) 




From: Chandler, Matthew 

Sent: Wednesday, November 16, 2011 2:01 PM 

To: 'MediaInquiry@DHS.gov'; Lluberes, Andrew; Davis, Robert M 

Cc: Colburn, Brent 

Subject: Re: CBS NEWS MEDIA REQUEST 

Eileen asked about this as well, adding Andrew and Bob. Is l/A or the fusion centers holding conf calls on this 
topic? Is FPS? 



(b) (6) 



From: Shaban, Bigad [mailtc 

Sent: Wednesday, November 16, 2011 01:58 PM 

To: 'MediaInquiry@DHS.gov' <MediaInqulry@DHS.gov> 

Subject: CBS NEWS MEDIA REQUEST 

Hi there, 

My name is Bigad Shaban and I am a correspondent with CBS News (national), 

Wed like to request comment from the Department of Homeland Security concerning whether it, or any other 
federal agencies, offered any kind of assistance or advice to municipalities looking to dismantle their own Anti- 
Wallstreet "Occupy'' protests. 

Published reports note a relationship between the federal government and cities orchestrating the removal of 
"Occupy protestors 11 from makeshift camp sites. 

http://reason . com/bloq/20 1 1 /11/16/obama-adnmnistrafion-aileqedtv-heiped-co 
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Ortman, Chris 



(b) (6) 



From: Ortman, Chrisj 

Sent: Wednesday, November 16, 2011 2:16 PM 

To: Chandler, Matthew; Medialnquiry@DHS.gov; Lluberes, Andrew; Davis, Robert M 

Cc: Co! burn, Brent 

Subject: Re; CBS NEWS MEDIA REQUEST 



I only know of Portland because it was a Federal Park, Bob, we should check with Suzanne Spaulding, 



(b) (6) 



From: Chandler, Matthew [mailtc 

Sent: Wednesday, November 16, 2011 02:00 PM 

To: MediaInquiry@DHS.gov <MediaInquiry@DHS.gov>; Lluberes, Andrew; Davis, Robert M 

Cc: Col burn, Brent 

Subject: Re: CBS NEWS MEDIA REQUEST 



Eileen asked about this as well, adding Andrew and Bob. Is l/A or the fusion centers holding conf calls on this 
topic? JsFPS? 



(b) (6) 



From: Shaba n, Bigad [mailtc 

Sent: Wednesday, November 16, 2011 01:58 PM 

To; 'Media Inquiry@DHS.gov 1 <MediaInquiry@DHS.gov> 

Subject: CBS NEWS MEDIA REQUEST 

Hi there, 

My name is Bigad Shaban and I am a correspondent wtth CBS News (national). 

We H d (ike to request comment from the Department of Homefand Security concerning whether it, or any other 
federal agencies, offered any kind of assistance or advice to municipalities looking to dismantle their own Anti 
Wallstreet "Occupy" protests. 

Published reports note a relationship between the federal government and cities orchestrating the removal of 
"Occupy protestors" from makeshift camp sites. 

http://reason.corn/blog/201 1/11/|6/Qbani.^adminJstration-allegedly-helped-cp 
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Bigad Shaban \ CBS News Correspondent, Newspath \ cell: 

<»< :i*s NEWS 

4200 Radford Avenue 
Studio Citv California 91604 
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Ortman, Chris 



From: Chandler, Matthew 

Sent; Wednesday, November 16 r 2011 2:15 PM 

To: Oilman, Chris 

Subject: Re. CBS NEWS MEDIA REQUEST 



No 



From; Ortman, Chris 

Sent: Wednesday, November 16, 2011 02:15 PM 

To; Chandler, Matthew 

Subject: Re: CBS NEWS MEDIA REQUEST 



Have you worked with Bigad before? 



■(b) (6) 



From: Chandler, Matthew [maiitc 

Sent: Wednesday, November 16, 2011 02:00 PM 

To: MediaInqufry@OHS.gov <Med1aInqu117@OHS.gov>; Uuberes, Andrew; Davis, Robert M 

Cc: CoJburn, Brent 

Subject; Re: CBS NEWS MEDIA REQUEST 



Eileen asked about this as well, adding Andrew and Bob, Is l/A or the fusion centers holding conf calls on this topic? Is 

FPS? 



(b) (6) 



From: Shaban, Bigad [mailfr 

Sent: Wednesday, November 16, 2011 01:58 PM 

To: 'Medialnquiry^DHS.gov 1 <MediaInquiry@DHS,gov> 

Subject: CBS NEWS MEDIA REQUEST 

Hi there. 

My name is Bigad Shaban and lama correspondent with CBS News (national). 

We'd like to request comment from the Department of Homeland Security concerning whether it 4 or any other federal 
agencies, offered any kind of assistance or advice to municipalities looking to dismantle their own Antr-Wallstreet 
11 Occupy" protests. 

Published reports note a relationship between the federal government and cities orchestrating the removal of "Occupy 
protestors" from makeshift camp sites. 

httpi//reasQn.com/bloqy2011/11/16/obama-admini$traton-alJeqedly-helped-co 
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Ortman, Chris 



(b) (6) 



From: Boogaard, Peter 

Sent: Wednesday. November 16, 201 1 2:02 PM 

To: Mediatnquiry@DHS.gov 

Subject: RE: CBS NEWS MEDIA REQUEST 



Thanks, 



(b) (6) 



From: Shaban, Bigad [mailto| 

Sent: Wednesday, November 16, 2011 1:58 PM 

To: 'Mediainquiry@DHS.gov t 

Subject: CBS NEWS MEDIA REQUEST 

Hi there, 

My name is Bigad Shaban and I am a correspondent with CBS News (national). 

We'd like to request comment from the Department of Homeland Security concerning whether it or any other 
federal agencies, offered any kind of assistance or advice to municipalities looking to dismantle their own Anti- 
Wallstreet "Occupy' 1 protests. 

Published reports note a relationship between the federal government and cities orchestrating the removal of 
"Occupy protestors 11 from makeshift camp sites. 

http://reason com/blog/201.1/11/16/obama-administration'a(legedly_-helped : cQ 
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Ortman, Chris 



From: Lluberes, Andrew 

Sent: Wednesday, November 16, 2011 2:51 PM 

Tck Chandler, Matthew; Colburn, Brent; Ortman f Chris; Davis, Robert M; Jensen, Robert 

Subject: RE: DSAC Weekly Newsletter 28 October 201 1 

Importance: High 

We don't but perhaps DAS Bill Flynn can retrieve it for you. 

Andrew L, Lluberes 

Director of Communications 

for fntelligence and Analysis 

Office of Public Affairs 

U.S. Department of Homeland Security 

Washington, D.C. 20528 



(b) (6) 



202-282-8408 (fax) 




From: Chandler, Matthew 

Sent: Wednesday, November 16, 2011 2:50 PM 

To: Lluberes, Andrew; Colburn, Brent; Ortman, Chris; Davis, Robert M; Jensen, Robert 

Subject: RE; DSAC Weekly Newsletter 28 October 2011 

The link is dead, do we have the text? 



From: Lluberes, Andrew 

Sent: Wednesday, November 16, 2011 2:50 PM 

To: Colburn, Brent; Chandler, Matthew; Ortman, Chris; Davis, Robert M; Jensen, Robert 

Subject: FW: DSAC Weekly Newsletter 28 October 2011 

Importance: High 

Gents; 

Further my earlier, below is the link to the Tripwire product that was pulled, 
but it made onto the DSAC site before it was pulled from there as we If 

Andrew L. Lluberes 

Director of Communications 

for Intelligence and Analysis 

Office of Public Affairs 

U-Si Department of Homeland Security 

Washington, D.C, 20528 



(b) (6) 



202-282-8408 (tax) 

(eel!) 



(b) (6) 
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From: Scalici, Dawn 

Sent: Wednesday, November 16, 2011 2:36 PM 

To: Lluberes, Andrew 

Subject: FW: DSAC Weekly Newsletter 28 October 2011 



From: Hynn, William 

Sent: Friday, October 28, 2011 6:36 PM 

To: Scalici, Dawn 

:: Re: DSAC Weekly Newsletter 28 October 2011 



Do you have any more details? I was advised that this unauthorized product was removed 



iiam F. Flynn, 
Deputy Assistant Secretary, 
Office of Infrastructure Protection 
US Department of Homeland Security 




From: Scalici, Dawn 

Sent: Friday, October 28, 2011 06:28 PM 

To: Keller, Fernando H; Kramer, Darryl; Flynn, William 

cc: ^^^^^^HH^HI3I©HHHHi^H 

Subject: Re: DSAC Weekly Newsletter 28 October 2011 



Thanks-so he will recall the DSAC e-mail and remove the product from the DSAC portal if it is posted there? 



From: Keller, Fernando H 

Sent: Friday, October 28, 2011 05:59 PM 

To; Scalici, Dawn; Kramer, Darryl; Flynn, William 

cc: ^^^^^^H^HHSEiflH^^^^^^H 

Subject: Re: DSAC Weekly Newsletter 28 October 2011 



Dawn, I just spoke with Arnold. He will be home in 20 minutes and take it down, 



Thanks 

Fernando Keller 

DHS Deputy Program Director 

FBI/DHS - Domestic Security Alliance Council (DSAC) 



(b) (6) 
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From: Sea I id, Dawn 

Sent: Friday, October 28, 2011 05; 49 PM 

To: Kramer, Darryl; KeHer, Fernando H; Flynn, William 



(b) (6) 



Cc: 

Subject: Fw: DSAC Weekly Newsletter 28 October 2011 

Please check on the content of the referenced DHS product on Occupy Wall Street, This could be quite 
unfortunate. I thought IP had withdrawn this piece, We may need OSAC to immediately withdraw their e-mail 
and take it off DSAC's portal if it is posted there. 



(b) ( )( ) 



From: DSAC [mailtt 

Sent: Frid ay, October 28, 20 11 03:29 PM 

To DSAC [i2MI0^^H 

Subject: DSAC Weekly Newsletter 28 October 2011 



DSAC WEEKLY NEWSLETTER 
28 October 2011 



Announcements 



International Conference on Cyber Security, January 9-12, 2011 

hUps,7/portal . dsac.gov/Lists/A nn oance ments/Alll te rns . aspx 

Recent IntelliMence Products rusted to the Portal 

-w* * — ~— — ■ — ■ — "■ 

(U) DHS Special Coverage: Occupy Wall Street 

https;//portal.dsac.gov/DSAC%201ntelligencc%20Memorandums/DHS%20IP%20Special% 
20Coverage J)ccupy%20 Wall%20Street%20October%2020.1 1 .pdf 

(U//FOUO) Warning Notice: Anonymous Puerto Rico Participation in Operation 

"DaUnPaseo" May Precede Cyber Attack 

https://pQrtaLdsae,gQv/DS 
2QPlanned%2QProtest% 20and%20Cyber% 20Attack.pdf 

(U) 2011 Asia-Pacific Economic Cooperation Leaders' Week Summit joint Threat 
Assessment 

hups://fiprla l.dsac ■gov/DSAC%201ntellig ence%20 Memo rand ums/20 1_ 1 %2 OAsia-Fac ifi c% 
2Q Economic% 20rooperation%20Leaders , %2QWeek%2 nSummi t%20JTA .pdf 

(U) Update: New W32/Induc Virus Variant a Malicious Botnet Threat 

https://portal.dsac ,gov/DSACTo20Intelligcnce%20Memorandums/N.ew%20 
20Variaiit%20a%20Malicious%20Botnet%20Threat.pdf" 

(U//FOUO) Circumvention of International Airports Security Checkpoints 

https://porla1.dsac.gov/DSAC%20Intelligencc%20Memoi-andums/FBI%20SIR%20Cii-cu mven tion o /o 
20o f%201 mc mat iona! %20 A t rpo rts%20Security %20CheckpoLnt_s.p_df 
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(U) 2011 National Gang Threat Assessment - Emerging Trends 

https://po rtal . dsac, gov/Resource%2QLibrary/20l 1 %2 National%20C3ang%2 0Threat%2 Assessm ent% 
20%20Emerging%20Trends.p_df 

_ 

(U//FOUO) CA Resource Guide Provides Approach to Combating Violent 

Extremism 

https://ponalxlsiic.gov/lJsts/DSAC%20Alerts/lJR%20CA%20Rc 
20Approach%2u u \°. rV20Gmibating%2QVLo^ 



Reach us 



■(b) ( )( ) 



DSAC Program Office 
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Ortman, Chris 



From: 
Sent: 
To; 
Cc: 



(b) (6) 



Wednesday, November 16, 2011 3:25 PM 
mediainquiry@dhs.gov 



(b) (6) 



Subject: Reuters question and Occup encampments 



Dear DHS, 



Reuters is doing a story about the coordinated clearing of Occupy Wall Street encampments across the country. 
Our question is, did the Department of Homeland Security and/or the FBI help mayors coordinate the clearing of 
the sites? How? 



Any assistance would be greatly appreciated 

Sincerely, 

Ian Simpson 

Correspondent 

Reuters America Service 

Thomson Reuters 

Suite 500 

1333 H St. NW 

Washington, D.C. 20005 

Tel. 

Mob, 



(b) (6) 



(b) (6) 



(b) (6) 



This email was sent to you by Thomson Reuters, the global news and information company. Any views 
expressed in this message are those of the individual sender, except where the sender specifically states 
them to be the views of Thomson Reuters. 
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Ortman, Chris 



From: Lluberes, Andrew 

Sent: Wednesday, November 16, 2011 3:42 PM 

To: Chandler, Matthew; Ortman, Chris; Boogaard, Peter 

Subject: FW: CQ Behind the Lines 

importance: High 

Gents: 



forward, 



Do you guys get/see this every day? They send it to me and Vd be happy to 



Andrew L. Lluberes 
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BEHIND THE L 1 N FS FOR WFDNIISDAV. NOV 16, : 01 I 

By David C, Morrison, Special to Congressional Quarterly 
Extraterritoriality: Amid "deep unease" over U.K. anti-terror mojo, the United States might dispatch 500 FBI agents to 
safeguard American athletes at London Olympics . . Today's access ofangst: It may be possible to hack into the engine- 
control systems of some Boeing 747s through the passenger-accessible entertainment system" . . Another county heard 
from; Bill would give local sheriffs a say in how CBP agents operate on federal lands along northern border These and other 
stories tead today's homeland security coverage. 
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Expressing deep unease" that the UK. has had to restrict the scope of anti-terror "stop and search" powers, US officials 
pfan to dispatch 500 FBI agents to safeguard American athletes at next summer's Olympic games, The Guardian's Nick 
Hopkins and Richard Norton-Taylor recount — while Guardian sports scribe Richard Williams accuses Washington 
secuncrats of "viewing a piece of alien territory as some corner of a foreign field that is temporally American, just because 
Americans happen to be there." 

FEDS: Rep. Denny Rehberg, R-MonL, is working on a new amendment to a controversial border security bill, one that would 
give local sheriffs a say in how CBP agents operate on federal lands along the Canadian border, The Missoulian's Mike 
Dennison relates. As drones ptay a mounting role in border security, CBP received its second Predator B in Texas last 
month and will add its sixth overall on the Southwest border in Arizona by year's end. The Associated Press' Christopher 
Sherman spotlights — as Mark Hewitt marvels in The American Thinker: Is CBP's "cost of apprehending a single illegal 
alien" with a Predator surveillance UAV "really $32.0007' 

Detention and Removal: DHS is poised to 'start separating high-priority cases involving criminals it wants to deport from 
low-priority cases it will drop following a June directive (urging agents toj exercise discretion in deportation decisions,' 1 The 
Financial Times 1 Anjli Raval relates — while The New York Times' Julia Preston sees uneven application of that new 
policy leading "to vast confusion both in immigrant communities and among agents charged with carrying it out " Liberal 
groups including the ACLU are crying foul at what they say is the Obama administration's political gamesmanship over the 
deportation of illegal immigrants, The Daily Caliers Michael Volpe leads "As Congress struggles to find ways to reduce the 
debt, something as wasteful and inhumane as the immigrant detention system merits careful scrutiny/' Timothy J T Steigenga 
adjures in The Palm Beach Post. 

State and local: More doubt is being cast on a New York Post story alleging that Occupy Wall Street protesters drew 
graffiti on the new 9/1 1 memorial at Ground Zero, Salon says. The heads of law enforcement agencies in seven North 
Carofma counties "met recently at the Wilkesboro Civic Center to prepare for helping each other during situations requiring 
more security than normal," The Wilkes Journal -Patriot reports. While it may not have been fully apparent, a "sizable 
portion" of the Hawaii National Guard's 5.500 troops were mobilized for last weekend's APEC Summit, a spokesman tells The 
Honolulu Star-Advertiser "Adding to its existing arsenal of high-tech, anti-terrorist gadgets/' the Pasadena (Calif.) Police 
Department wilf spend $650,000 from DHS to equip more of its helicopter fleet with infrared cameras, the Star^News notes 

Follow the money: The Arab-American head of a Dearborn, Mich,, Muslim center, arrested on suspicion of being wanted 
for tunneling money to Hezbollah, was later found to be the wrong man and released, Reuters reports. The Obama 
administration is quietly working to counter potential intel and security risks posed by foreign tefecoms 1 expansion in the U.S. 
market. The Wall Street Journal relates, The head of the Transaction Reports and Analysis Centre warns that he will not 
hesitate to use sweeping new powers to crack down on those suspected of money laundering or terrorism financing, The 
Australian relates As a means of financing, the terror-fisted Kurdistan Workers' Party "has entered the ranks of the world's 
biggest drug cartels," Today's Zaman sees narcotics operations in recent years showing 

Bugs l n bombs: Some 39 states are awaiting money to help rebuild disaster-damaged roads as the Federal Highway 
Administration racks up a backlog of more than $2 billion in requests. Stateline relates. Utility cybersecurity is in a stale of 
near chaos;' Computerworld hears a research report alerting. The Defense Science Board is calling on the U.S. military to 
improve intelligence-gathering related to climate change, which it says has the potential for significant impacts" on U.S. 
security, USA Today tells North Korea has made rapid progress on the construction of a new nuclear reactor, though it won't 
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be running for two or three more years , The Washington Post reports, The mounting number of firearms setzed at airport 
checkpoints, "to me, reflects a culture in which laws covering the possession of guns are becoming increasingly looser/' a 
New York Times travel writer ruminates 

CLOSE air support: "Travel for many from the Middle East has often been quite difficult, but following 9/1 1 and the Arab 
Spring, it seems to be worsening/ a Kuwait Times feature on airport profiling leads —as The Economic Times hears 
former Indian prez Abdul Kalam yet again dismissing as a cause celebre his recent frisking by TSA security officials at JFK, 
his second such. 'What is the difference between an artist and a terrorist when it comes to boarding a plane? Apparently, 
there is none/ an intensively screened oped contributor leads in The Gainesville (Fla.) Sun, Of the 26 regional airports that 
operate regular commercial passenger flights in Australia's New South Wales, just four have screening equipment, The 
Sydney Sunday Telegraph tells — while The Sydney Morning Herald sees an oil rig worker fined $500 after joking at a 
Brisbane Airport checkpoint that he had a bomb strapped to hrs ankle. 

Terror teck: ' A plant pathologist's device could help DHS monitor for food terrorism with balloons attached to sensors that 
measure clouds of spores above fields and sniff for disease activity/ 1 International Business Times spotlights, In the 'latest 
edition of the military's eternal quest for "A Thingamajig that Solves All Terrorism , ,M the Army wants a portable gadget that can 
remotely "detect American foes, liars and other delinquent characters with near-perfect accuracy" Danger Room reports, The 
Green Machine is also in the market for a paintball system that can detect the presence and type of different explosives in 
roadside IEDs h "a sort of tike a litmus test for bombs," DR further relates — and check out Public Intelligence for a hitherto 
unaired text version of a 2008 FBI-DHS Joint Bulletin on "radio controlled model aircraft as possible IED platforms/' The 
severity of burn injuries may be reduced with an iPhone app developed by a former U K, serviceman, The Engineer informs, 

CYBER! a: "What, exactly, is it that cyberterronsts are going to do? Engage in identity theft 1 ? Steal US. intellectual property? 
Those are somewhat worrisome, but where is the terror' part?" Watching the Watchers head-scratches, "While hackers 
have been around for as long as computers have, it is only in the last few years that the dangers of cyberwar have become 
more evident/' a Public Service tutorial suggests "With cyberwar posing more and more danger, 11 the Pentagon's blue-sky 
research agency plans to put more funds into cyber-research, SPAMfighter relates DHS "is playing a crucial role in 
enhancing cybersecurity ? one of the biggest challenges to our homeland/' Janet Napolitano spotlights in a Politico oped, 
A New Zealand ambulance service fell victim to a computer virus infection that disabled its automated response systems 
nation wide t Naked Security notes — as IT world reports that 'It appears, however unlikely it sounds, as if It may be possible 
to hack into the engine-control systems of some Boeing 747s through the passenger-accessible entertainment system/' 

COURTS AND RIGHTS: A former friend testified that he brought terror-charged Tarek Mehanna and two associates to Logan 
International in 2004 so they could travel to Yemen to train in a terrorist camp, The Boston Globe relates Two U.S. airmen 
injured in a Kosovo Muslim s airport gun assault in Germany last March testified in Frankfurt on Monday at Arid Ukas trial, 
which resumes Dec. 5, Stars and Stripes relates A decade past 9/11, countert error ism remains Justices highest priority, 
The Washington Times sees an I.G report confirming. "Congress is under growing pressure from civil liberties groups to 
reopen the Patriot Act and remove provisions like sneak and peek warrants/ 1 Pittsburgh's WTAE 4 News notes — as a 
Reason review rumbles: "Patriot Act reform' is no! the way; the thing is irreparable . . , Rather, the practice of nonspecific 
total surveillance must be abolished/' 

Over there: "America will discover, as Israel did, that a one-way urge for [a pre-9/11 normal world] will lead to a more 
dangerous world/' Mark Steyn states in Commentary — to which The Atlantic^ Colin Friedersdorf counters: "In Steyn world, 
there is never any worry that powers accrued in the War on Terrorism will be turned against non4erronsts, H Today and 
tomorrow, security experts from Sahelian countries will meet in Algiers to discuss anti-terronsm efforts in the region, The 
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Christian Science Monitor mentions. China is ail set to develop the historic town of Kashgar along its border with Pakistan 
into a "key financial and manufacturing hub" to counter terrorism in its festive Xinjiang province, The Times of India informs 

Opportunity knocking: 'A series of coordinated ICE raids have liberated hundreds of terrible jobs and homes for 
Americans, 1 ' DHS officials telf News Mutiny "Conducted over the past two weeks, the raids targeted illegal aliens where they 
live — m low-income housing tenements and encampments throughout California, Arizona, New Mexico, and Texas, An 
estimated 2,000 decrepit homes, tents and terrible, low-paying jobs previously occupied by the migrants have been made 
available for American citizens as a result of the campaign, authorities say Michael Winter of Stockton, Calif,, unemployed 
for more than 10 months, is thankful for his awful new job picking strawberries five times slower than his predecessors, 
Stooping over 10 r 0O0 times a day to hand pick 1O K 0O0 berries in the hot sun for half the money it would cost to rent an 
apartment for my family to sleep in isn't necessarily my dream job, but it definitely beats not having a job and living in a box in 
some canyon somewhere ,' Winter said." 

Source; CQ Homeland Security 
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